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Abstract

Many people wonder if Wireshark can capture passwords. The answer is
undoubtedly yes! Wireshark can capture not only passwords, but any type of data
passing through a network — usernames, email addresses, personal information,
pictures, videos, or anything else.

Wireshark can sniff the passwords passing through as long as we can capture
network traffic. But the question is, what kind of passwords are they? Or, more
precisely, which network protocols’ passwords can we obtain? That is the subject
of this report.

Disclaimer: This report is provided for educational and informational
purpose only (Penetration Testing). Penetration Testing refers to legal
intrusion tests that aim to identify vulnerabilities and improve cybersecurity,
rather than for malicious purposes.
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Introduction

In the first section of this report, we'll delve into 'Network Packet Forensics,' exploring vital
aspects such as data transfer between nodes, the 'OSI 7-layer model,' and how Wireshark
stores information across layers when capturing network traffic.

Moving on to the second part, we'll examine how Wireshark can capture passwords, a result
of certain unencrypted network protocols known as clear text protocols. These protocols
expose all data, including passwords, making it visible to anyone with the ability to intercept
the communication, such as a man-in-the-middle.

Network Packet Forensic

As we know for transferring the data from one system to other, we need a network
connection which can be wired or wireless connection. But in the actual transmission of data
does not only depend upon network connection apart from that it involves several phases for
transmitting data from one system to another which was explained by the OSI model.

OSI stands for Open Systems Interconnection model which is a conceptual model that
defines and standardizes the process of communication between the sender’s and receiver’s
system. The data is transfer through 7 layers of architecture where each layer has a specific
function in transmitting data over the next layer.

Now have a look over given below image where we had explained the functionality of each
layer in the OSI model. So, when data is transmitted by sender’s network then it will go in
downward direction and data move from application layer to physical layer whereas when the
receiver will receive the transmitted data it will come in an upward direction from physical
layer to application layer.

Flow of Data from Sender’s network: Application > Presentation > Session > Transport >
Network > Data Link > Physical

Flow of Data from Receiver’s network: Physical > Data Link > Network > Transport >
Session > Presentation > Application
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0S| Model

™ Recieve
Transmit Function: It is responsible for providing network services to end-users, Data by
Data by Applicgtion user interact directly with the software application. User 2
User 1 layer Example: FTP, HTTP, SSH, SMTF, DNS, DHCP. ) A
J : - - - - -
Function: It is responsible for encryption, decryption and compression of
Pre ion| | datato support application layer.
Example: IPEG, S5Land TSL
Layer ’
b )
Function: Manage communication session between both connection
5a n multiple back-and-forth transmissions.
Example: NetBIOS and RPC )
Layer
5 : - - — -
Function: It is responsible for establishing host to host connection between h
Trahsfiort two nodes and transfer error free data.
Example: TCP and UDP protcols.
Layer ’
4 N A
Function: It divides Data frame into packets and adding routing concept
Nethork through logical address.
Example: ICMF, IGMP, IPv4, IPvE, RIP y
Layer
\\\a///
-
\/ Function: Broadcast of data frames between two nodes connected by a
Data’Link physical layer.
Layer Example: MAC Address, ARP, PPP and ATM. y
\\\6///
Function:Sending and receiving of raw bit streams in the form 0 & 1 over
PhySical a physical medium.
Layer Example: Cables and connectors, UBS, Wireless.
v 1 Ethernet/Wireless transmission >

Examine Layers captured by Wireshark

Basically, when a user opens an application for sending or receiving Data then he directly
interacts with the application layer for both operations either sending or receiving of data. For
example, we act as a client when use Http protocol for uploading or Downloading a Game;
FTP for downloading a File; SSH for accessing the shell of the remote system.

While connecting with any application for sharing data between server and client we make
use of Wireshark for capturing the flow of network traffic stream to examine the OSI model
theory through captured traffic.

From given below image you can observe that Wireshark has captured the traffic of four
layers in direction of the source (sender) to destination (receiver) network.
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Here it has successfully captured Layer 2 > Layer 3 > Layer 4 and then Layer 7
information.

AR @ bERE QA «»JemS 5 aaak
| |ip.addr== 192.168.1.101 [X] '] Expression...
No. Time Source Destination Protoc Length Info
71 4.6602. 192.168.1.104 192.168.1.101 TCP 74 38574 — 80 [SYN] Seq=0 Win=29:
72 4.6604.. 192.168.1.101  192.168.1.104 TCP 66 80 — 38574 [SYN, ACK] Seq=0 Ac
73 4.6604.. 192.168.1.104 192.168.1.161 TCP 54 38574 — 80 [ACK] Seq=1 Ack=1 |
i I 1. HTTP 393 GET / HTTP/1.1
V7 4.7006.. 192.168.1.101 192.168.1.104 TCP 60 80 — 38574 [ACK] Seqg=1 Ack=34(
96 7.3729.. 192.168.1.101 192.168.1.104 HTTP 975 HTTP/1.1 200 OK (text/html)

[ »
» Frame 74: 393 bytes on wire (3144 bits), 393 bytes captured (3144 bits) on interface @

» Ethernet II, Src:lLayer2z dl1:8e:0c (00:0c:29:d1:8e:0¢), Dst: Giga-Byt 6a:9a:a2 (fc:aa:14:6a:!

» Internet Protocol Version 4, Src: 192.168.1.104, Dst: 192.168.1.101 Layer3
» Transmission Control Protocol, Src Port: 38574, Dst Port: 80, Seq: 1, Ack: 1, Len: Zlayerd
Hypertext Transfer Protocol Layer 7

Ethernet Header (Data Link)

Data link layer holds 6 bytes of Mac address of sender’s system and receiver’s system with 2
bytes of Ether type is used to indicate which protocol is encapsulated i.e. IPv4/IPv6 or ARP.

In Wireshark Ethernet 11 layer represent the information transmitted over the data link layer.
From given below image you can observe that highlighted lower part of Wireshark is
showing information in Hexadecimal format where the first row holds information of
Ethernet headers details.

So here you can get the source and destination Mac address which also available in Ethernet
Header.

The row is divided into three columns as described below:

Ethernet header Destination MAC Address | Source MAC Address Ether Type
14 bytes 6 Bytes 6 Bytes 2 Bytes
Bits Color Gray Light Green Pink
Hexadecimal value Fc:za:14:62:9a3:a2 00:0c:29:d1:8e:0c 0800

As we know the MAC address of the system is always represented in Hexadecimal format
but both types are generally categorized in the ways given below:
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Ether Type Hexadecimal Value

ARP: Address Resolution Protocol 0x0B06
IPv4: Internet Protocol version 4 0x0800
IPvE: Internet Protocol version 6 OxBédd
IEEE 802.1Q O0x8100

Once again if you notice the given below image then you can observe the highlighted text in
pink colour is showing hex value 08 00 which indicates that here I1Pv4 is used.

» Frame 17: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface ©

Ethernet I[P FIN Vmware _dl:8e:0c (00:0c:29:d1:8e:0c), Dst: Giga-Byt_6a:9a:a2 (fc:aa:14:6a:9a:a2
» Internet Protocol Version 4, Src: 192.168.1.104, Dst: 192.168.1.1081
» Transmission Control Protocol, Src Port: 60914, Dst Port: 80, Seq: ©, Len: @

q Layer 2 Hexa decimal data »

0000 45 00
00 3c bb c5 40 00 40 P6 fa d8 c® a8 01 68 cO a8
01 65 ed f2 00 50 8c 44 36 e7 0O GO OO OO ab B2
72 10 84 4c 00 B0 02 P4 05 b4 04 02 08 Pa 94 T4
fa 1a 00 00 00 80 01 ©3 83 @7 e .

IP Header (Network Layer)

IP header in Wireshark has described the network layer information which is also known as
the backbone of the OSI model as it holds Internet Protocol version 4’s complete details.
Network layer divides data frame into packets and defines its routing path through some
hardware devices such as routers, bridges, and switches. These packets are identified through
their logical address i.e. source or destination network IP address.

In the image of Wireshark, | have highlighted six most important values which contain vital
information of a data packet and this information always flows in the same way as they are
encapsulated in the same pattern for each IP header.

Now here, 45 represent IP header length where “4” indicates IP version 4 and “5” is header
length of 5 bits. while 40 is time to live (TTL) of packet and 06 is hex value for TCP
protocol which means these values changes if anything changes i.e. TTL, Ipv4 and Protocol.

Therefore, you can take help of given below table for examining TTL value for the different
operating system.
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Operating System Hex Value TTL Decimal value TTL
Windows 20 128

Linux 40 B4

MAC 35 37

Similarly, you can take help of given below table for examining other Protocol value.

Protocol Hex Value Decimal Value
ICMP 1 1

TCP b b

EGP a8 a8

UDP 11 17

From given below image you can observe Hexadecimal information of the IP header field

and using a given table you can study this value to obtain their original value.

IP header Header Total Length | TTL Protocol Source IP Destination IP
(20 bytes) length

Bits Color Red Orange Yellow | DarkGreen Dark Brown Black

Hex Value 5 3c 40 06 C0.a8.01.68 C0.28.01.65
Decimal value 5I 60 64 6 192.168.1.104 | 192.168.1.105

The IP header length is always given in form of the bit and here it is 5 bytes which are also
minimum IP header length and to make it 20 bytes, multiply 4 with 5 i.e., 20 bytes.

» Frame 17: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface
» Ethernet II, Src: Vmware_dl:8e:0c (80:8c:29:d1:8e:8c), Dst: Giga-Byt_6a:%a:a2 (fc:i

0000
0010
0020
0030

46

Aa_ 14 6a 9a a2 00 Oc
e 3c bb c5 48 80
ehbit] ed T2 00 50 8c 44 36 e7 00 00 00 00 ab B2
72 10 84 4c 0P 00 02 84 05 b4 04 02 08 0a 94 74
fa 1a 00 20 00 00 01 @3 @3 07

Internet Protocol Version 4, Src: 192.168.1.104, Dst: 192.168.1.181
» Transmission Control Protocol, Src Port: 68914, Dst Port: 80, Seq: ©, Len: @

laver 3 Hexa decimal data

...

29 d1 8e 8c 08 00 [EEHET

40] 66 fa d8 c@ a8 01 68 cb a8
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TCP Header (Transport Layer)

Transmission Control Protocol (TCP) and User Datagram Protocol (UDP) and Internet
Control Message Protocol (ICMP) are the major protocols as it gives host-to-host
connectivity at the Transport Layer of the OSI model. It is also known as Heart of OSI model
as it plays a major role in transmitting errors free data.

By examining Network Layer information through Wireshark, we found that here TCP is
used for establishing a connection with destination network.

We knew that a computer communicates with another device like a modem, printer, or
network server; it needs to handshake with it to establish a connection.

TCP follows Three-Way-Handshakes as describe below:

e Aclient sends a TCP packet to the server with the SYN flag
e Aserver responds to the client request with the SYN and ACK flags set.
e Client completes the connection by sending a packet with the ACK flag set

Structure of TCP segment

Transmission Control Protocol accepts data from a data stream, splits it into chunks, and adds
a TCP header creating a TCP segment. A TCP segment only carries the sequence number of
the first byte in the segment.

A TCP segment consists of a segment header and a data section. The TCP header contains
mandatory fields and an optional extension field.

Source Port

The 16-bit source port number, Identifies the sending port.

Destination Port
Sequence Number

Acknowledgment
Number
Data Offset

Reserved

The 16-bit destination port number. Identifies the receiving port

The sequence number of the first data byte in this segment. If the
SYN control bit is set, the sequence number is the initial sequence
number (n) and the first data byte is n+1.

If the ACK control bit is set, this field contains the value of the next
sequence number that the receiver is expecting to receive.

The number of 32-bit words in the TCP header. It indicates where the
data begins.

Six bits reserved for future use; must be zero.
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Flags CWR, ECE, URG, ACK, PSH, RST, SYN, FIN

Window Used in ACK segments. It specifies the number of data bytes,
beginning with the one indicated in the acknowledgment number
field that the receiver (the sender of this segment) is willing to
accept.

Checksum The 16-bit one’s complement of the one’s complement sum of all 16-
bit words in a pseudo-header, the TCP header, and the TCP data.
While computing the checksum, the checksum field itself is
considered zero.

Urgent Pointer Points to the first data octet following the urgent data. Only
significant when the URG control bit is set.
Options Just as in the case of IP datagram options, options can be either:

— A single byte containing the option number
— A variable length option in the following format

Padding The TCP header padding is used to ensure that the TCP header ends
and data begins on a 32-bit boundary. The padding is composed of
ZEerO0S.

Different Types of TCP flags

TCP flags are used within TCP header as these are control bits that specify particular
connection states or information about how a packet should be set. TCP flag field in a TCP
segment will help us to understand the function and purpose of any packet in the connection.
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List of flags | Description Decimal Value Hex Value

CWR Congestion Window Reduced (CWR) flagisset by | 128 80
the sending host to shows that it received a TCP
segment with the ECE flag set

ECE ECN-Echo indicate that the TCP peer is ECN 64 40
capable during 3-way handshake

URG Indicates that the urgent pointer field is 32 20
significant in this segment.

ACK Indicates that the acknowledgment field is 16 10
significant in this segment.

PSH Push function to transfer data 08 08

RST Resets the connection. 04 04

SYN Synchronizes the sequence numbers. 02 02

FIN Last packet from sender which means there is no 01 01
more data.

NS MNonce Sum flag used for concealment protection. | 00 0o

From given below image you can observe Hexadecimal information of TCP header field and

using the given table you can study this value to obtain their original value.

Sequence and acknowledgment numbers are is a major part of TCP, and they act as a way to
guarantee that all data is transmitted consistently since all data transferred through a TCP

connection must be acknowledged by the receiver in a suitable way. When an

acknowledgment is not received, then the sender will again send all data that is

unacknowledged.

TCP Header Bits Color Hex Value Decimal value
Source Port Pink ed f2 60514
Destination Port Lemon Yellow | 0050 80

(HTTP)

Sequence Number Dark Brown 8c 44 36 e7 2353280743
Acknowledgment Grey 00 00 00 00 0

Mumber

Flag (SYN) Dark Yellow 02 02

Window size Green 7210 29,200
Checksum Orange 24 Ac 33,568
Urgent Pointer Light Brown 0000 co

Options Red * *
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» Frame 17: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interfa
» Ethernet II, Src: Vmware_dl:8e:0c (08:8c:29:d1:8e:8c), Dst: Giga-Byt_6a:9a:aZ?
» Internet Protocol Versionm 4, Src: 192.168.1.104, Dst: 192.168.1.101

14 6a %9a aZ @0 Bc 29 dl 8e Gc B8 0O 45 GO
bb c5 40 00 40 cO® a8 01 68 cO a8
PO 00 80 00 abl ez
84 4c PO GO B2 B4 05 b4 G4 02 B8 Pa 94 74
A0 60 PO 60 01

layer 4 Hexa decimal data

Using given below table you can read Hex value of other Port Number and their Protocol
services. Although these services operate after getting acknowledgment from the destination
network and explore at application layer OSI model.

In this way, you can examine every layer of Wireshark for Network Packet Forensic.

Ports Number Services HexValue Decimal Value

21 FTR 15 21
22 55H 16 22
23 Telnet 17 23
25 SMTP 19 25
53 DNS 35 53
80 HTTP 50 a0

Password Sniffing

Because clear text protocols do not encrypt communication, all data, including passwords, is
visible to the naked eye. Anyone who is in a position to see the communication (for example,
a man in the middle) can eventually see everything.

In the sections that follow, we’ll take a closer look at these protocols and see examples of
captured passwords using Wireshark.

Capture HTTP Password

No introduction is certainly needed for the Hypertext Transfer Protocol (HTTP). It usually
works on port 80/TCP, and as it is a text protocol, it does not give the communication parties
much or no privacy. Anyone who’s able to communicate can catch everything, including
passwords, via that channel.
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While all major browser vendors have made considerable efforts to prevent the use of HTTP
as far as possible, during penetration testing, HTTP can be used on internal media.

Here is an example of login credentials captured in a POST request in an HTTP

communication:
M hitp pass a — O
A4 m @ QeEaa=F 8 =qaqn
[ [htp XI= K3k
Source Destination Protocol Length Info
192.168.8.108 224.8.8.251 MDNS 152 Standard query @x@@41 PTR _¥9ESE7CBF47989526(9BCD95024884F6F@B27(—
192.168.8.1684 224.8.6.251 MDNS 437 Standard query response @w@@8@ PTR Y-Series-896e8e3ad462f9a459a9f |
192.168.6.1684 224.8.0.251 MDNS 484 Standard query response @xB0ee PTR Y-Series-896e8e233446210345050 =
192.168.6.164 224.8.8.251 MDNS 3890 Standard query response @x@@80 PTR Y-Series-896e8e3344620a459a01
192.168.68.1 224.8.0.1 IGMPv3 6@ Membership Query, general
192.168.8.187 18.192.172.38 TCP 74 52356 = 88 [SYN] Seq=0 Win=64248 Len=08 M55=146@8 SACK_PERM=1 TSval
18.192.172.38 192.168.0.187 TCP 74 8@ + 52356 [SYN, ACK] Seq=@ Ack=1 Win=28068 Len=8 MS5=1448 SACK_F
152.168.68.187 18.192.172.38 TCP 66 52356 = RA [ACK] Seq=1 Ack=1 Win=F425F len=f TSval=217347R7AT TSe
192.168.0.187 18.192.172.30@ HTTP 685|POST fuserinfo.php HTTP/1.1 (application/x-www-form-urlencoded
18.192.172.38 192.168.8.187 TCP 66 = 52356 [ALK] Sef=1 ACR=500 Wil=5BZ05 Len=8 [sval=7//33//620 1%
18.192.172.38 192.168.0.167 HTTP 342 HTTP/1.1 382 Found (text/html)
192.168.8.187 18.192.172.38 TCP 66 52356 =+ 8@ [ACK] Seq=548 Ack=277 Win=64128 Len=@ TSVal=21634?6852;
102 168 G 167 182 1402 172 324 HTTD AGA GET [lasin nha HTTD/1 1 —
M e P 402 — O ¥ 11232 Len=8 Tsval=773377641 —
}.251 for any sources
Accept-Language: en-US,en;gq=8.5\r\n A
Accept-Encoding: gzip, deflate\r\n {63488 Len=@ T5val=21634778¢
Content-Type: application/x-www-form-urlencodedirin | Win=64128 Len=8 TSval=2163
Content-Length: 36%r\n 31232 Len=8 TSval=77337781:
Origin: http://testphp.vulnweb.com\rin | Win=31232 Len=@ TSval=773Z
Connecticn: keep—alive\r‘\n 64128 Len=8 TSval=21634786&
Referer: http://testphp.vulnweb.com/login.phpirin 1.255.250 for any sources
Upgrade-Insecure-Requests: 1\r\n |-251 for any sources
Wrin 4
[Full request URI: http://testphp.vulnweb.com/userinfo.php]
L [HTTP request 1/2] >
M [Response in frame: 4@84]
Hext request in frame: 486
File Data: 36 bytes
~ HTML Form URL Encoded: application/x-www-form-urlencoeded
¥ Form item: "uname” = “wvijaymehta"
Key: uname
Value: wvijaymehta
¥ Form item: "pass” = "maxelladiviner”
Key: pass
Value: maxelladiviner v
£ >

Monitoring HTTPS packets over SSL or TLS
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Dissect HTTPS Packet Captures

Open the provided HTTPS/TLS.pcapng file. Where you can see

e The 3-way handshake is happening

e Hello from SSL Client and the ACK from server
e Server Hello and then ACK

e Exchanging some key and Cipher information
e Started Exchanging Data

Aam g ® RE Qe=2=2% 85/ =Eaaam
[W]apply a display filter ... <Ctrl-f= -]+
0. Time: Source Destination Protocol Length Info 2
- 1 ©.680000 127.6.8.1 127.6.8.1 TCP 74 38713 + 443 [SYN] Seq=8 Win=32767 Len=8 M55=16396 SAC
2 B.800021 127.6.8.1 127.6.8.1 TCP 74 443 » 38713 [SYN, ACK] Seq=@ Ack=1 Win=32767 Len=@8 MS|
3 9.800037 127.8.8.1 127.8.08.1 TCP 66 38713 =+ 443 [ACK] Seq=1 Ack=1 Win=32767 Len=8 TSval=5
4 8.888158 127.8.6.1 127.8.6.1 55Lw2 171 Client Hello
5 B.880178 127.8.8.1 127.8.8.1 TCP 66 443 + 38713 [ACK] Seq=1 Ack=186 Win=32767 Len=@ TSval
6 9.982160 127.8.9.1 127.8.0.1 SSLv3 995 server Hello, Certificate, Server Hello Done -f—
7 ©.882609 127.8.8.1 127.8.8.1 TCP 66 38713 + 443 [ACK] Seq=186 Ack=938 Win=32767 Len=8 TSv
8 2.888933 127.0.08.1 127.0.8.1 SSLv3 278|Client Key Exchange, Change Cipher Spec, Encrypted |Ha
9 2.822778@ 127.8.08.1 127.8.8.1 S5Lv3 141 |Change Cipher Spec, Encrypted Handshake Message
1@ 2.822889 127.8.8.1 127.8.8.1 TCP 66 38713 + 443 [ACK] Seq=318 Ack=1885 Win=32767 Len=@8 TS
11 2.833871 127.8.8.1 127.8.8.1 S55Lv3 583 Application Data
12 2.873275 127.8.8.1 127.8.8.1 TCP 66 443 - 38713 [ACK] Seq=1885 Ack=755 Win=32767 Len=@ TS
13 2.938485 127.9.08.1 127.9.8.1 S5Lv3 183 Encrypted Handshake Message
14 2.93875@ 127.0.08.1 127.0.8.1 SSLv3 183 Encrypted Handshake Message
15 2.938761 127.8.8.1 127.8.8.1 TEP 66 443 - 38713 [ACK] Seq=1842 Ack=872 Win=32767 Len=@ TS
16 2.938999 127.0.08.1 127.0.8.1 SSLv3 1873 Encrypted Handshake Message, Encrypted Handshake Mess
17 2.948826 127.0.08.1 127.0.8.1 SSLv3 337 Encrypted Handshake Message, Change Cipher Spec, Encr
18 2.943406 127.8.06.1 127.8.06.1 55Lv3 172 ange Lilpher spec, EnNCryple andshake Message
19 2.944825 127.0.08.1 127.0.8.1 SSLw3  5756| Application Data, Application Data >
: ———— E——— E——— —— — e =
Frame 11: 583 bytes on wire (4824 bits), 583 bytes captured (4824 bits)
Ethernet II, Src: @0:00:90_00:00:00 (90:00:00:00:00:00), Dst: 09:00:00_00:00:90 (00:00:00:00:00:08)
Internet Protocol Version 4, Src: 127.8.8.1, Dst: 127.8.8.1
Transmission Control Protocol, Src Port: 38713, Dst Port: 443, Seq: 318, Ack: 1885, Len: 437
Transport Layer Security
2@ @@ @@ 0o BB 60 0B BB BB BB B0 BB BE BB 45 88 E -
Bl =9 49 72 408 @@ 48 @6 Tl 9a 7T ee @e @1 7T ee Ir@-@
@@ @1 97 39 @1 bb 78 8c 3a d4 78 c5 28 c5 8@ 18 9-xe exe(
7f ff ff dd @@ @@ @1 @1 @3 @a 1f 53 7c 14 1f 53 s|--s
7c @a 17 @3 22 @1 b@ 4a c3 3e 9d 77 78 @1 2c b4 | T orewe,
bc 4c 9a 84 d7 b9 9@ @c 21 1@ f@ fa @2 7c 16 bb L ! |
77 th 72 42 4f ad 5@ 4a d@ aa 6T aa 44 6c 62 94 w-rBO-P] --0-Dlb
1b c5 fe €9 1c 5e de 85 @b @e 85 ed4 18 Ge d2 d3 ~ n v
'::' tdl rsasnakeoil2.cap Packets: 58 * Displayed: 58 (100.0%:) Profile: Default

Then, if we click on any application data, that data is unreadable to us. However, with
Wireshark, we can decrypt that data... all we need is the server’s Private Key. Don’t worry
we have already provided the key along with the PCAP file.
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File  Edit

View Go

dm a2 @

Capture

Analyze

Statistics

ERE QRe=s=ZF 45

Telephony

Wireless  Tools

@ e

Help

[i |App|‘r' a display filter ... <Ctrl-/=

Ma.

Time

Source

Destination

Protocol Length

Info

3 @.eeea3y 127.8.8.1 127.8.98.1 TCP 66 38713 » 443 [ACK] Seq=1 Ack=1 Win=3276&]
4 @.888158 127.8.8.1 127.8.8.1 S5Lw2 171 Client Hello
5 @.888178 127.6.8.1 127.8.6.1 TCP 66 443 » 38713 [ACK] Seq=1 Ack=186 Win=32]
6 8.882168 127.6.8.1 127.8.8.1 SSLv3 9495 Server Hello, Certificate, Server Hellt
7 B.8682689 127.8.0.1 127.8.8.1 TCP 66 38713 » 443 [ACK] Seq=186 Ack=338 Win=:
8 2.888933 127.8.8.1 127.@.8.1 S5Lv3 278 Client Key Exchange, Change Cipher Spe:
9 2.82277@ 127.@.8.1 127.@.8.1 S5Lv3 141 Change Cipher Spec, Encrypted Handshak:
18 2.822889 127.8.8.1 127.8.8.1 TCP 66 38713 -+ 443 [ACK] 5eq=318 Ack=1885 Win:
11 2.833871 127.8.8.1 127.8.8.1 S5Lw3 583 Application Data
12 2.873275 127.8.0.1 127.8.8.1 P 66 443 - 35713 [ACK] 5eq=1885 Ack=755 Win:
13 2.93B8485 127.@.8.1 127.@.8.1 S5Lv3 183 Encrypted Handshake Message
14 2.938758 127.@.8.1 127.@.8.1 S5Lv3 183 Encrypted Handshake Message
15 2.938761 127.8.8.1 127.8.8.1 TCP 66 443 = 38713 [ACK] 5eq=1842 Ack=872 Win:
16 2.935999 127.8.8.1 127.8.8.1 S5Llv3 1873 Encrypted Handshake Message, Encrypted
17 2.948826 127.8.9.1 127.9.8.1 SSLv3 337 Encrypted Handshake Message, Change Cijf
13 2.943486 127.@8.8.1 127.@.8.1 S5Lv3 172 Change Cipher Spec, Encrypted Handshak:
19 2.944825 127.8.0.1 127.8.0.1 SSLv3 5756 Application Data, Application Data
- R, [ e o — I - __
» Frame 11: 583 bytes on wire (4824 bits), 583 bytes captured (4824 bits)
» Ethernet II, Src: @@:80:00_00:00:80 (P2:00:00:00:00:00), Dst: GQ:00:00_00:00:00 (00:00:00:00:08:08)
> Internet Protocol Version 4, Src: 127.6.8.1, Dst: 127.8.8.1
» Transmission Control Protocol, Src Port: 38713, Dst Port: 443, Seq: 318, Ack: 1885, Len: 437
¥ Transport Layer Security
v 55Lv3 Record Layer: Application Data Protocol: Application Data
Content Type: Application Data (23)
Version: 55L 3.8 (@wx@388)
Length: 432
Encrypted Application Data: 4ac33e9d7778812cb4bcd4c9a34d7b9988c211efataea?cl6bb77fb72424fad504adBaab ..

To Decrypt the Encrypted Application Data over TLS or SSL Navigate to

Edit > Preference > Protocol > TLS
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Thread ~

TiVoConnect
TLS

THS
Token-Ring
TPCP

TPKT
TPM2.0
TPMCP
TSDMS

TSP

TTE
TURNCHANE
TUXEDO
TZ5P

UA3G

UASIP
UauDp
UBDP
UBERTOOTH ¥

Transport Layer Security
RSAkeyslist | Edit... =l——

TLS debug file

Browse ..

Reassemble TLS records spanning multiple TCP segments

Reassemble TLS Application Data spanning multiple TLS records

[] Message Authentication Code (MAC), ignore “mac failed”

Pre-Shared Key |

(Pre)-Master-Secret log filename

And add these values

IP address: 127.0.0.1

Port: 443

Key File:

Browse...

[} s m oM = e

= = m = O

Cancel Help
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M U5 Decrypt >
IP address  Port  Protocol Key File Pazsword
127.0.0.1 443 http C:/Users/vijvi/OneDrive/Desktop/HTTPSTLS/HTTPSTLS key
+| =B A~ B C: JUtsers [vifvilApnDs ts Rosming [Wireshark|ss! keys
oK Copy from Cancel Help

Hurray!!! As you can see, we have Successfully decrypted the Data over the TLS.

:

d = @

B ]Re

TeEIEaaqqH

[i |;'-\pp|‘r' a display filter ... <Ctrl-/=

Mo, Time Source Destination Protocol Length Info
26 2.964819 127.8.8.1 127.8.8.1 TCP 66 443 + 38714 [ACK] Seq=1 Ack=121 Win=32767 Len=8 ]
27 2.992274 127.6.8.1 127.0.6.1 SSLv3 226 Server Hello, Change Cipher Spec, Finished
28 2 982312 127 6 6 1 127 6.6 1 e G5 38714 = 443 [ACK] Seqz191 Acko155 Wins39767 leng
29 2.992855 127.0.8.1 127.0.6.1 HTTP 562 GET /icons/debian/openlogo-25.jpg HTTP/1.1
38 2.993581 127.8.6.1 127.8.8.1 HTTP 596 HTTP/1.1 484 Not Found (text/html)
31 2.99334@ 127.8.0.1 127.0.0.1 HTTP 471 GET /icons/apache_pb.png HTTP/1.1
32 2.994179 127.8.8.1 127.0.8.1 HTTP 1828 HTTP/1.1 2@8@ OK (PNG) -
33 3.884256 127.8.8.1 127.8.0.1 TCP 66 443 + 38713 [ACK] Seq=7845 Ack=1548 Win=32767 Le
34 3.833258 127.8.8.1 127.8.8.1 TCP 66 38714 » 443 [ACK] Seq=1822 Ack=2447 Win=32767 Le
35 3.581643 127.8.8.1 127.8.08.1 HTTP 588 HTTP/1.1 484 Not Found (text/html)
36 3.587081 127.8.8.1 127.8.8.1 HTTP 439 GET /fawvicon.ico HTTP/1.1
37 3.587541 127.8.6.1 127.8.8.1 HTTP 588 HTTP/1.1 484 Not Found (text/html)
38 3.587555 127.8.6.1 127.0.8.1 e 66 38714 =+ 443 [ACK] Seq=1395 Ack=2961 Win=32767 Le|
39 3.541174 127.8.6.1 127.0.8.1 e 66 38713 - 443 [ACK] 5Seq=1548 Ack=8367 Win=32767 Le
48 6.837888 127.8.6.1 127.8.8.1 HTTP 511 GET /test HTTP/1.1
41 6.837932 127.8.8.1 127.8.0.1 TCP 66 443 + 38713 [ACK] Seq=8367 Ack=1993 Win=32767 Le
42 6.841185 127.8.8.1 127.8.08.1 HTTP 644 HTTP/1.1 381 Moved Permanently (text/html)
43 6.841367 127.8.8.1 127.8.08.1 TCP 66 38713 » 443 [ACK] Seq=1993 Ack=8945 Win=32767 Le
44 5.883943 127.8.8.1 127.8.8.1 HTTP 511 GET /test/ HTTR/1.1

< >

“ Transport Layer Security
¥ 55Lv3 Record Layer: Application Data Protocol: http-over-tls
Content Type: Application Data (23)
Version: S5L 3.@ (@x@3ee)
Length: 344
Encrypted Application Data: laab72a99faeed9988381dc3T826276882e5b3aa7bab71158317831287ebal3cbdc3adbbd..
[Application Data Protocol: http-over-tls]
TLS segment data (317 bytes)
5SLw3 Record Layer: Application Data Protocol: http-over-tls
Content Type: Application Data (23)
Version: S5L 3.@ (@x@3ee)

Length: 1488
= tod A 13 £X] Dot 1£d4F232 EF, £A29 Tad -7V ANRIFIAFAThDad 1aAdENCIEERhI00
GEEC 48 54 54 58 2 31 2e 31 28 32 30 30 20 4f 4b ed HTTP/1.1 288 OK-

G810 @a 44 61 74 65 3a 20 4d 6T 6e 2c 20 32 34 20 41 ‘Date: M on, 24 A

Frame (1828 bytes) I Decrypted TLS {317 bytes) I | Decrypted TLS 1385 bytes) | R bled S5L (1702 bytes)
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Capture Telnet Password

No introduction is required for Telnet protocol using port tcp/23. It is mainly used for
administrative convenience and is known for its insecurity. Since encryption is not available,
privacy or unauthorized access protection is not available. Telnet is still used today,
however...

Telnet is a protocol used for administration on a wide range of devices. Telnet is the only
option for some devices, with no other options (e.g. there is no SSH nor HTTPS web
interface available). This makes it extremely difficult for organizations to completely
eliminate it. Telnet is commonly seen on:

e Video Conferencing Systems
e Mainframes

e Network equipment

e Storage and Tape systems

e Imaging devices

e Legacy IP based Phones

Since telnet is a plain-text protocol, an opponent can wake up to the communication and

capture it all, including passwords. The following screenshot shows an example of a telnet
communication with the captured password:
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A

Am 2@ Resz=FoEEaaan
[ [telnet %] -] +
Mo, Time Source Destination Protocol Length Info
34 2.575598 192.168.8.2 192.168.8.1 TELNET 69 Telnet Data ...
35 2.576676 192.168.08.1 192.168.8.2 TCP 66 23 + 1558 [ACK] Seq=143 Ack=287 Win=
36 2.577672 192.168.8.1 192.1658.8.2 TELNET 75 Telnet Data ...
37 2.589229 192.1638.8.2 192.168.8.1 TCP 66 1558 » 23 [ACK] Seq=287 Ack=152 Win=
38 3.581585 192.168.8.2 192.168.8.1 TELNET 72 Telnet Data ,‘_
39 3.582813 192.168.8.1 192.168.8.2 TCP —=66 23 + 1558 [ACK] Seq=152 Ack=213 Win=]
48 3.847152 192.168.8.1 102.168.8.2 TELNET 68 Telnet Data .. <l——
41 3.859258 192.168.8.2 192.168.8.1 TCP: 66 1558 + 23 [ACK] Seq=213 Ack=154 Win=
42 3.868413 192.168.8.1 192.168.8.2 TELNET 69 Telnet Data ...
43 3.868571 192.168.8.2 192.168.8.1 TELNET 69 Telnet Data ... .
P
............. T T T T U - N
........................ L e L I o O 1 P e =
9600,9608. ...#.bam.zing.org:0.0.... . .DISPLAY.bam.zing.org:@.8......xterm- F
(E=I:Fagocobamocoac e soooomoonons: Poocooooomooc
OpenBSD/1i386 (oof) (ttyp2) =3
< >
— |login: fake

...... Password:user

...... Last login: Sat Nov 27 28:11:43 on ttyp2 from bam.zing.org
Warning: no Kerberos tickets issued.
OpenBsD 2.6-beta (DOF) #4: Tue Oct 12 28:42:32 CDT 1993

Welcome to OpenBSD: The proactively secure Unix-like operating system.

Please use the sendbug(l) utility to report bugs in the system.
Before reporting a bug, please try to reproduce it with the latest
version of the code. With bug reports, please try to ensure that
enough information to reproduce the problem is enclosed, and if a
known fix for it exists, include that as well. -

b
¥

So, that now you can see an attacker completely overtake the Mainframe System.

Capture FTP Password

File Transfer Protocol (FTP) usually uses the TCP/20 or the TCP/21 ports. Although this
protocol is very old, it is still used in their networks by some organizations. FTP is a plain
text protocol so a well-positioned attacker can capture FTP login credentials with Wireshark
very easily. This screenshot shows a captured FTP password with Wireshark as an example:
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A

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

Am® RERec=FToEEaaan

| |tq:|.st'eam eql

Nao. Time Source Destination Protocol Length Info

- 9 8.788881 18.8.1.188 198.145.28.148 TCP 78 55919 + 21 [SYN] Seq=8 Win=65535 Len=B M55=14
16 @.901838 198.145.20.140 10.0.1.180 TCP 74 21 » 55919 [SYN, ACK] Seq=0 Ack=1 Win=1448@ L
11 &.982822 18.8.1.188 198.145.268.148 TCP 66 55919 + 21 [ACK] Seqg=1 Ack=1 Win=132438 Len=@
12 1.828835 198.145.28.140 18.6.1.180 FTP 93 Response: 226 Welcome to kernel.org
13 1.8282081 16.8.1.180 195.145.28.148 TCP 66 55919 = 21 [ACK] Seg=1 Ack=28 Win=132448 Len=
14 12.6851747 18.8.1.188 198.145.28.148 FTP 76 Request: USER ftp
15 12.784279 198.145.20.140 10.0.1.100 TCP 66 21 » 55919 [ACK] Seq=28 Ack=11 Win=14592 n=
16 12.734298 193.145.20.148 18.8.1.180 FTP @@ Response: 331 Please specify the password.
17 12.784481 18.6.1.1688 198.145.28.148 TCP 66 55919 » 21 [ACK] Seq=11 Ack=62 Win=132416 [Len
18 19.293792 16.6.1.180 195.145.20.148 FTP 88 Request: PASS jowensf@yccc.edu
19 19.488899 198.145.268.148 18.8.1.188 FTP Response: 258 Login successtul.
26 19.481116 19.6.1.188 198.145.28.148 TCP 66 55919 =+ 21 [ACK] Seq=33 Ack=85 Win=132392 Len
21 19.481378 18.8.1.188 198.145.28.148 FTP 72 Request: SYST
22 19.523285 198.145.20.140 10.8.1.1880 FTP 85 Response: 215 UNIX Type: L8
23 19.523444 18.8.1.188 198.145.28.148 TCP 66 55919 =+ 21 [ACK] Seq=39 Ack=184 Win=132376 Le
24 19.523671 18.6.1.188 198.145.28.148 FTP 72 Request: FEAT
75 10 R157248 108 145 24 148 14 @ 1 166 FTP /1 Reznnnza: 211-Faaturac:

<

Frame 18: B8 bytes on wire (784 bits), 88 bytes captured (784 bits)
Ethernet II, Src: Apple 23:15:a4 (f@:b4:79:23:15:a34), Dst: Cisco-Li_fe:bd:f9 (@@:23:69:fe:bd:f9)
Internet Protocol Version 4, Src: 10.6.1.186, Dst: 198.145.20.148
Transmission Control Protocol, Src Port: 55919, Dst Port: 21, Seq: 11, Ack: 62, Len: 22
¥ File Transfer Protocol (FTP)
v |PASS jowensfiyccc.edul\rin |
Request command: PASS

[Current working directory:

As you can see by sitting in a network, we can easily capture FTP credentials.

Capture SMTP password

For many decades, we have also been accompanied by SMTP (Simple Mail Transfer
Protocol). It uses TCP/25 and although the port TCP/464 is secure, today the port TCP/25 is
almost opened on each mail server because of reverse compatibility.

Many TCP/25 servers need the command ‘STARTTLS’ to begin the encryption of SSL/TLS
before any attempts are made to authenticate it. However, mail servers still support plain text
authentication across the unencrypted channel within certain organizations. Mostly because
of heritage systems in your internal networks.

If someone is using plain text authentication during an SMTP transaction, the credentials can
be sniffed from a well-positioned attacker. The attacker must only decode the username and
password from base64. SMTP uses Base 64 encoding for the transaction to encode the
username and password.
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A captured SMTP credentials can be seen in the following screenshot with Wireshark and the
consequent base64 decoder using the base64 utility.

A

AW 3@ REBes=FeEEaaan

(A [smtp [X]

Mo. Time Source Destination Protocol Length Info
1584.. 318967689.832.. 74.53.148.153 18.108.1.4 SMTP 235 S: 220-xc99.websitewelcome.com ESMTP Exim !
1584.. 3189676089.837.. 18.18.1.4 74.53.148.153 SMTP 63 C: EHLO GP
1584.. 3189676168.178.. 74.53.148.153 18.18.1.4 SMTP 191 S: 25@-xc9@.websitewelcome.com Helle GP [1i
1584.. 318967610.181.. 18.18.1.4 74.53.148.153 SMTP 66 C: AUTH LOGIN

© 1584. 318967610.523.. 74.53.148.153 18.108.1.4 SMTP 72 S: 334 VXNlcmShbWUe

1584.. 318967610.524.. 18.18.1.4 74.53.148.153 SMTP | 84 C: User: Z3VycGFydGFwQHBhdHIpb3RzLmlu I
1584.. 318967610.866.. 74.53.148.153 18.108.1.4 SMTP 72 5: 334 UGFzc3dvemQe
1584.. 318967610.866.. 18.18.1.4 74.53.148.153 SMTP I 72 C: Pass: cHVuamFiQDEyMw== |
1584.. 318967611.226.. 74.53.148.153 18.18.1.4 SMTP 84 S: 235 Authentication succeeded
1584.. 318967611.227.. 18.18.1.4 74.53.148.153 SMTP 9@ C: MAIL FROM: <gurpartap@patriots.in>
1584.. 318967611.569.. 74.53.148.153 18.18.1.4 SMTP 62 S: 258 0K
1584.. 318967611.576.. 18.18.1.4 74.53.148.153 SMTP 93 C: RCPT TO: <raj_deol2882in@yahoo.co.in>
1584.. 318967611.932.. 74.53.148.153 18.18.1.4 SMTP 68 S: 258 Accepted
1584.. 318967611.933.. 18.18.1.4 74.53.148.153 SMTP 68 C: DATA
1584.. 31@967612.274.. 74.53.148.153 10.18.1.4 SMTP 118 S: 354 Enter message, ending with "." on a
1584.. 318967612.385.. 18.18.1.4 74.53.148.153 SMTP 1514 C: DATA fragment, 1468 bytes
1584.. 318967612.3685.. 18.18.1.4 74.53.148.153 SMTP 1514 C: DATA fragment, 1468 bytes
1584.. 318967612.3685.. 18.18.1.4 74.53.148.153 SMTP 1514 C: DATA fragment, 14608 bytes

£
Frame 1584@86: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)
Ethernet II, Src: Cradlepo_3c:17:c2 (@@:e@:1c:3c:17:c2), Dst: Netgear_d9:81:60 (@@:1f:33:d9:81:6@)
Internet Protocol Version 4, Src: 10.10.1.4, Dst: 74.53.148.153
Transmission Control Protocol, Src Port: 1478, Dst Port: 25, Seq: 22, Ack: 337, Len: 38

v Simple Mail Transfer Protocol

Username: Z3VycGFydGFwQHEBhdHIpb3RzLmlu

There are many methods available to decode the base64 strings. For this, I’'m using an online
tool that is designed specifically for decoding such as base64decode.org or base64decode.net.
But we should beware — we may not want to disclose private credentials on the Internet to

other parties. In the course of penetration tests and offensive tests, sensitivity and privacy are
especially crucial. This is particularly important.

Now, just copy the value of strings of user and password and decode it via base64 decoder as
shown below image. As of now, I’m decrypting the user string
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BASE64

Decode and Encode =[O Encode

Do you have to deal with Base64 format? Then this site is perfect for youl Use our super handy
online tool to encode or decode your data.

Decode from Base64 format
Simply enter your data then push the decode button.

Z3VyeGRydGRwlHBhdHJpb3RzLmlu

-
© For encoded binaries (like images, documents, etc.) use the file upload form a little further down on this page.

UTF-2 ~ Source character set.
Decode each line separately (useful for when you have multiple entries).

@ Live mode OFF Decodes in real-time as you type or paste (supports only the UTF-8 character set).

LA oo I Decodes your data into the area below.

| gurpartap@patriots.in |

User: — Z3VycGFydGFwQHBhdHJpb3RzLmIu

As you can see in the above screenshot, we have successfully able to see the user’s name in
clear text format. Similarly, we can decrypt the password

Password: — cHVuamFiQDEyMw==
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BASEGA4

Decode and Encode [O Encode

Do you have to deal with Baseé4 format? Then this site is perfect for you! Use our super handy
online tool to encode or decode your data.

Decode from Base64 format
Simply enter your data then push the decode button.

cHVuamFiQDEyMw==

P

@ For encoded binaries (like images, documents, etc.) use the file upload form a little further down on this page.
UTF-8 ~ Source character set.
Decode each line separately (useful for when you have multiple entries).

D Live mode OFF Decodes in real-time as you type or paste (supports only the UTF-8 character set).

L v | oo o] B I Decodes your data into the area below.

punjab@123

Hurray!!! Now we have got enough credentials to take over a system.

S E———
Analyzing SNMP Community String g

Simple Network Management Protocol (SNMP) typically runs on port UDP/161. The main
objective is network devices and their functions to manage and monitor. SNMP have 3
versions and the first 2 (v1 and v2c) versions are plain text. SNMP uses something that is
equivalent to authentication, named community string. Therefore, it is almost the same to
capture the SNMP community string as to capture credentials.
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While SNMPv3 has been with us for nearly two decades, it takes time. In their internal
networks, most organizations still use v1 or v2c. Typically this is due to the backwards
compatibility in their networks with legacy systems.

An example of the SNMP community string captured using Wireshark is:

M snmp-trappeap
Am i@ Res=FToE[Eaaan
| |ud|:|.stream eql
Mo, Time Source Destination Protocol Length Info
15262 626.143771 1592.168.8.2 152.168.6.1 SNMP 99 is0.3.6.1.4.1.4.1.2.21[Mal
15263 620.183662 192.168.8.2 192.165.8.1 SNMP 98 is0.3.6.1.4.1.4.1.2.21[Mal
15264 6268.2236568 192.168.8.2 152.168.6.1 SNMP 92 trap iso.3.6.1.4.1.4.1.2.21
15265 628.263653 192.168.8.2 192.168.6.1 SNMP 186 trap iso.3.6.1.4.1.4.1.2.21
15266 626.383646 1592.168.8.2 152.168.6.1 SNMP 188 trap iso.3.6.1.4.1.4.1.2.21
15267 628.343642 192.168.8.2 192.165.8.1 SNMP 166 1is0.3.6.1.4.1.4.1.2.21 1.3
15268 626.383638 192.168.8.2 192.168.8.1 SNMP 188 trap iso.3.6.1.4.1.4.1.2.21
15269 6268.423625 192.168.8.2 152.168.68.1 SNMP 186 trap iso.3.6.1.4.1.4.1.2.21
15278 628.463627 192.168.8.2 152.168.6.1 SNMP 188 trap iso.3.6.1.4.1.4.1.2.21
15271 628.583618 192.168.8.2 192.168.8.1 SNMP 188 trap iso.3.6.1.4.1.4.1.2.21
15272 628.543611 192.168.8.2 192.168.8.1 SNMP 182 trap is0.3.6.1.4.1.4.1.2.21
15273 6268.583613 192.168.8.2 192.168.68.1 SNMP 86 trap is0.3.6.1.4.1.4.1.2.21
15274 628.623614 192.168.8.2 152.168.6.1 SNMP 86 trap is0.3.6.1.4.1.4.1.2.21
15275 628.663608 192.168.8.2 152.168.8.1 SNMP 154 trap iso.3.6.1.4.1.4.1.2.21
15276 628.783684 192.168.8.2 192.168.8.1 SNMP 225 trap is0.3.6.1.4.1.4.1.2.21
15277 6268.743596 192.168.8.2 192.168.68.1 SNMP 259 trap iso0.3.6.1.4.1.4.1.2.21
15278 628.783933 192.168.8.2 152.168.6.1 SNMP 432 trap iso.3.6.1.4.1.4.1.2.21
15279 6268.823682 1592.168.8.2 152.168.6.1 SNMP 636 trap iso.3.6.1.4.1.4.1.2.21
L4
v Simple Network Management Protocol
version: wversion-1 (@)
community: public
* data: trap (4)
v trap
enterprise: 1.3.6.1.4.1.4.1.2.21 (is0.3.6.1.4.1.4.1.2.21)
agent-addr: 127.8.8.1
generic-trap: egpNeighborloss (5)
specific-trap: @
time-stamp: 15278
~ wariable-bindings: 1 item
13/1 2121 @
B2 e@ 20 68 8b fb @@ 280 af 1b @7 fa @3 @@ 45 @@ - )h- - - E-
88 56 4f B6c @B 8B 48 11 a9 d7 c@ a8 BB 82 P ald WOL- @ e
60 91 @4 10 @B a2 @@ 42 03 1f 38 35 @2 AL BB B4 - .- B --@83 -
BEZE @R 78 75 62 Ac B9 63 a4 2b 86 89 2b 86 81 B4 81 ‘public: 440
i) ¥ snmpvi-trap.pcap Packets: 1

An attacker could now use the community string and collect detailed system information.
This could enable the attacker to learn about the system insensitive detail and to make further
attempts. Note that the community string sometimes also allows you to modify your remote
system configuration (read/write access).
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Capture MSSQL Password

The Microsoft SQL server usually runs on TCP/1433 port; this is yet another service we can
use with Wireshark to capture the password. If the server is not configured using the
ForceEncryption option, it is possible to record plain text authentication directly or via a
downgrade attack. MSSQL credentials can be easily captured by a man in the middle.

Here’s an example of a Wireshark-captured MSSQL

AW ® RE Res=FoEEaaan

| |~_1_1 a display filte C

Mo Time Source Destination Protocol Length Info

— 1 &.888008 192.168.8.254 192.168.8.254 TCP 74 56162 + 3386 [SYN] Seq=8 Win=3279
2 B.pesads 192.168.8.254 152.163.8.254 TCP 74 3386 » 56162 [SYN, ACK] Seq=08 Ack
3 B.000a77 192.168.8.254 192.168.8.254 TCP 66 56162 + 3386 [ACK] Seq=1 Ack=1 Wi
4 8.808265 192.168.8.254 192.168.8.254 MySQL 122 Server Greeting proto=18 version=
5 @.806286 192.168.8.254 192.163.8.254 TCP 66 56162 » 3386 [ACK] Seg=1 Ack=57 W
6 @.888559 192.168.8.254 192.163.8.254 MySQL 132 Login Request user=tfoerste
7 B.28a583 192.168.8.254 152.168.8.254 TCP 66 3386 - 56162 [ACK] Seq=57 Ack=67 |
8 B.888695 192.168.8.254 192.163.8.254 MySOL 77 Response 0K
S @.888893 192.168.8.254 192.168.8.254 My SQL 183 Request Query
18 @.881651 192.168.8.254 192.163.8.254 MySQL 162 Response
11 @.848792 192.168.8.254 192.168.8.254 TCP 66 56162 + 3386 [ACK] Seq=184 Ack=16
12 5.698832 192.168.8.254 192.168.8.254 MySQL 88 Request Query
13 5.699611 192.168.8.254 192.163.8.254 My SOL 138 Response
14 5.699835 192.168.8.254 192.168.8.254 TCP 66 56162 + 3386 [ACK] Seq=126 Ack=22
15 5.699226 192.168.8.254 192.168.8.254 MySQL 75 Request Use Database
16 5.699324 192.168.8.254 192.163.8.254 MySOL 77 Response 0K
17 5.699573 192.168.8.254 192.168.8.254 My SQL 85 Request Query
18 5.699993 192.168.8.254 192.163.8.254 MySQL 174 Response
19 5.788188 192.168.8.254 192.168.8.254 My SOL 82 Request Query
28 5.7e8418 192.168.8.254 192.168.8.254 My SQL 168 Response

£

Transmission Control Protocol, Src Port: 56162, Dst Port: 3386, Seq: 1, Ack: 57, Len: 6B

v MySQL Protocol
Packet Length:
Packet Number:

62
1

* Login Request

Client Capabilities: Bxa685
Extended Client Capabilities: @xB@83
MAX Packet: 16777216
Charset: utf8 COLLATE utf8 general_ci (33)

Unused:

Username: tfoerste ..‘_
Password: eefd6d5562851bc5966a8b41236ae3T2315eTccd -ll—

Now, we have a privileged account of the MSSQL server. Therefore, this would have a
critical impact allowing the attacker to take complete control over the database server or it
could also lead to remote command execution (RCE).
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Capture PostgreSQL Password

PostgreSQL is yet another widely used SQL database server. It runs on TCP port 5432 and
accepts a variety of authentication methods. It is usually set to disallow clear-text
authentication, but it can also be set to allow it. In such cases, a well-positioned attacker
could intercept network traffic and obtain the username and password.

It should be noted that PostgreSQL authentication occurs in multiple packets. The username
and database name comes first:

AW 2@ RERes=FTaEEaaan
|1 |pasdl
Mo. Time Source Destination Protocol Length Info
i 7 8.882955 127.8.8.1 127.8.8.1 PGSOL 184 >
9 8.883855 127.8.8.1 127.8.8.1 PGSQL 184 >
! 11 8.883253 127.8.8.1 127.8.8.1 PGSQL 79 <R
13 &.883348 127.8.8.1 127.6.8.1 PGSQL 79 <R
! 15 8.883458 127.8.8.1 127.8.8.1 PGSQL 187 »p
16 8.883582 127.8.8.1 127.8.8.1 PGSQL 187 »p
19 8.877878 127.9.8.1 127.9.0.1 PGSQL 227 <R/S/S/S/S/S/KSE
1 28 8.877986 127.6.8.1 127.8.8.1 PGSOL 227 <R/S/SISISISIST
21 8.873898 127.8.8.1 127.8.8.1 PGSQL 222 »P/B/DJE/S/P/B/D/E/SS
i 23 8.8738598 127.8.8.1 127.8.8.1 PGSQL 192 *P/B/E/P/B/D/E/S
i 25 B.888986 127.6.8.1 127.6.08.1 PGSOL 164 <1/2/C/1/2/T/D/C/E
i 26 8.881378 127.8.8.1 127.8.8.1 PGSQL 118 »*P/B/D/E/S
i 27 8.882583 127.8.8.1 127.8.8.1 PGSQL 99 <1/2/n/C/Z
28 8.853214 127.8.8.1 127.8.8.1 PGSQL 251 <1/2/T/C/E
29 B.884898 127.6.8.1 127.6.08.1 PGSOL 145 <1/2/T/C/Z
32 8.949435 127.8.8.1 127.8.8.1 PGSQL 327 *P/B/DJE/S
34 9.899196 127.8.8.1 127.8.8.1 PGSQL 348 <1/2/T/C/E
36 15.399924 127.8.8.1 127.8.8.1 PGSQL 114 *B/D/E/S

Internet Protocol Version 4, Src: 127.6.8.1, Dst: 127.8.8.1
Transmission Control Protocol, Src Port: 45931, Dst Port: 5432, Seq: 1, Ack: 1, Len: 38
v PostgreSQL

Type: 5tartup message
Length: 38
Protocol major wversion: 3
Protocol minor version: @
Parameter name: user --ufl—

Parameter walue:

Parameter name: database

Parameter value: mailstore

BaEs o0 60 6P OB 60 00 00 O OO B0 BB BB B3 0B 45 B0 E-
@8 5a bd 98 49 @8 48 @s 7T @3 7T @6 68 81 7 ee @@
@@ @1 b3 6b 15 38 c9 81 b® bd c9 49 e2 1d 86 18 k-8 I
7f ff a@ 48 @6 @8 81 81 B8 Ba 13 42 &d 2c 13 42 H B-,-B
O Eil PostgreSQL: Protocol Packe
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We can also see the PostgreSQL password in the following network packet:

4d = ®

RE QRes=F &

3

S~ Eaqam
|7 [pasal
Mo, Time Source Destination Protocol Length Infao
7 8.8829556 127.6.8.1 127.8.8.1 PGSQL 184 >
! O 8.883885 127.6.8.1 127.6.6.1 PGSQL 184 >
11 &.883253 127.6.8.1 127.6.8.1 PGSQL 79 <R
! 13 8.883348 127.6.8.1 127.6.8.1 PGSQL 79 <R
15 @.883458 127.8.8.1 127.8.8.1 [ P&sar 167 >p
i 16 8.8835582 127.6.8.1 127.6.8.1 PGSQL 187 >p
i 19 8.877878 127.6.8.1 127.6.8.1 PGSQL 227 <R/S/SISIS/SIKE
28 8.877986 127.6.8.1 127.6.8.1 PGSQL 227 <R/S/SISIS/SIKE
! 21 8.8788938 127.6.8.1 127.6.8.1 PGSQL 222 »P/B/DJ/E/S/P/B/DJE/S
23 8.878598 127.6.8.1 127.6.8.1 PGSQL 192 >P/B/E/P/B/D/E/S
25 8.838986 127.6.8.1 127.6.8.1 PGSQL 164 <1/2/C/1/2/T/D/C/Z
26 8.881378 127.8.8.1 127.8.8.1 PGSQL 118 *P/B/D/E/S
27 8.882583 127.6.8.1 127.6.8.1 PGSQL 99 ¢1/2/n/C/Z
i 28 8.883214 127.6.8.1 127.6.8.1 PGSQL 251 <1/2/T/C/Z
i 29 8.8345938 127.6.8.1 127.6.6.1 PGSQL 145 <1/2/T/C/Z
32 8.949436 127.6.8.1 127.6.0.1 PGSQL 327 »P/B/D/E/S
34 9.899196 127.6.6.1 127.6.68.1 PGSQL 348 <1/2/T/C/Z
36 15.399924 127.6.8.1 127.6.8.1 PGSQL 114 »B/D/E/S
£

v PostgresQL

Type: Password message

Length: 48

Password: mdSceffc@ldcde?541829deefob5e9c9142

-

Frame 15: 187 bytes on wire (856 bits), 187 bytes captured (856 bits)
Ethernet II, Src: ©9:00:00 00:00:00 (00:00:90:00:00:00), Dst: P0:00:00 00:00:00 (00:0€
Internet Protocol Version 4, Src: 127.8.8.1, Dst: 127.8.8.1

Transmission Control Protocol, Src Port: 45936, Dot Port: 5432, Seq: 39, Ack: 14, Len:

ge4a @d 2c 70 86 8@ @@ 28 6d 64 35 63 65 66 BB B3
@as8 31 84 63 64 65 37 35 34 31 38 32 39 B4 65 65
@ac@ 36 62 35 65 39 63 39 31 34 32 e

3@ yp - (m dsceffca
66  ldcde754 1829deef
6b5e9c9l 42-

O ) password. (pgsgl.password), 36 bytes

|| Pac
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Creating Firewall Rules with Wireshark

Although Wireshark cannot block network traffic, it can assist us in the development of
firewall rules for our firewall. Wireshark will create firewall rules based on the traffic we’re
looking at. To block a packet, all we have to do is pick it and navigate through the menu:

A
2EEeaqanE
| -] +
Source Destination Protocol Length Info ~
2 8.882525 192.168.8.1 192.168.8.2 TCP 74 23 » 1558 [SYN, ACK] Seq=@ Ack=1 Win=17376 Len=8 M55=1448 W5=
3 @.e82572 192.168.8.2 192.168.8.1 TCP 66 1558 + 23 [ACK] Seq=1 Ack=1 Win=32128 Len=08 TSval=18233636 TS
4 @.884168 192.168.8.2 192.168.08.1 TELNET 93 Telnet Data ...
5 @.158335 192.168.8.1 192.168.8.2 TELNET 69 Telnet Data ...
6 @.158482 192.168.8.2 192.168.8.1 TCP 66 1558 + 23 [ACK] Seq=28 Ack=4 Win=321208 Len=8 TSval=18233651 T!
7 @.158574 192.168.8.2 192.168.8.1 TELNET 69 Telnet Data ...
8 @.151946 192.168.8.1 192.168.8.2 TCP 66 23 + 1558 [ACK] Seq=4 Ack=31 Win=17376 Len=8 TSwval=2467372 TS
o010 | M [ Frewall ACL Rulec]
18 @.153865 15
11 @.154984 | Bl=2467372
12 8.155577 1 | # Neftfilter (iptables) rules for mergedtest.pcapng, packet 1. Change eth0 to a valid interface if needed.
e 1 | # 1Pv4 source address,
14 8.156646 1 |iptables -append INPUT —in-interface ethd —source 192.158.0.2/32 —jump DROP wal=2467372
15 @.159816 | 4 ad
# IPv4 destination address. _
i: g‘ i::;ﬂ ; iptables —append INPUT —in-interface eth0 —source 192, 158.0.1/32 —jump DROP | il=EEEEE
18 @.161818 ] | # Source port. =8 TSval=lp2 ==
< | iptables —append INPUT —-in-interface eth0 —protocol tcp —source-port 1550 —jump DROP >
5 # Destination port.
:::me 11': ;;l b);tes in iptables —append INPUT —in-interface ethd —protocol tcp —source-port 23 —jump DROP
erne » Src: Li
Internet Protocol Ve |# IPv4source address and port.
Transmission Corltr‘o]l iptables —append INPUT —in-interface ethd —protocol top —source 192, 168.0,2/32 —source-port 1550 —jump DROP I
# IPv4 destination address and port.
iptables —append INPUT —-in-interface ethd —protocol tcp —source 192, 168.0.1/32 —source-port 23 —jump DROP
# MAC source address.
iptables —append INPUT —in-interface ethd —mac-source 00:a0:cc:3b:bf:fa —jump DROP
# MAC destination address.
iptables —append INPUT —in-interface ethl —mac-source 00:00:c0:9f:a0:97 —jump DROP
@a e ce of a8 9 —A
@@ 3c 46 3c 48 @
@8 81 86 @e @@ 1 Createrues for Netfiter (iptables) w Inbound Deny
v
030 _7d 78 e 23 00 & save dose o |
&) Profile: Default

0 il mergedtest.pcapng

Selected rules can now be copied and pasted directly into our firewall. The following
firewalls’ syntax is supported by Wireshark:

e Windows Firewall(netsh)
e P Filter(ipfw)

e NetFilter (iptables)

e Packet Filter(pf)
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Conclusion

Wireshark can catch authentication for a wide range of network protocols. There is a
possibility as long as we have the ability to eavesdrop on network traffic and the
communication is not encrypted. Passwords aren’t the only thing that a well-placed attacker
can capture; virtually any type of data passing through the network can be captured.

Hence, one can make use of these commands as a cybersecurity professional to
assess vulnerabilities on systems and keep these systems away from threat.
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