Windows Forensic



What is windows forensic

Windows Forensics, include the process of conducting or
performing forensic investigations of systems which run on
Windows operating systems, It includes analysis of incident

response, recovery, and auditing of equipment used in executing
any criminal activity.



Forensic Process

The general phases of the forensic process are: the identification of potential evidence; the
acquisition of that evidence; analysis of the evidence; and production of a report.
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You can go to the link > https://bluecapesecurity.com/ > Free tutorials > Build your forensic workstation.

Setup for windows forensic

1. Download the virtualbox https://www.virtualbox.org/wiki/Downloads and
download vhd 1so 2019 https://www.microsoft.com/en-
us/evalcenter/evaluate-windows-server-2019 and install the server 2019.

2. Start the powershell as a administrator and paste the command of the link

Enable-WindowsOptionalFeature -Online -FeatureName Microsoft-Windows-

Subsystem-Linux . And restart the server 2019.

3.Download the ubuntu iso file in this link https://learn.microsoft.com/en-

us/windows/wsl/1install-manual#downloading-distributions

4. Install ubuntu as a commandline 1n server 2019.

5. Install windows10 , open powershell as a administrator paste the command 1n

this following link https://learn.microsoft.com/en-us/windows/wsl/install-

manual and install ubuntu linux from Microsoft store.




Recycle Bin

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Users\Administrator> Enable-WindowsOptionalFeature iidne -Featurelane Microsoft-Windows-Subsystem-Linux,

»

Run this command in power
shell on server 2019.
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EN Administrator: Windows PowerShell

PS C:\Users\Administrator\Downloads> dir

Directory: C:\Users\Administrator\Downloads

Mode LastWriteTime Length Name

d----- 6/6/2022 8:06 PM AppxMetadata

-a 6/6/2022 8:06 PM 338 AppxBlockMap.xml

- 6/6/2022 8:06 PM 11955 AppxSignature.p7x

-g---- 6/6/2022 8:05 PM 475011248 Ubuntu_2004.4.2.0_ARM64.appx

a 6/6/2022 8:05 PM 58246 Ubuntu 2004.4.2.0 scale-100.appx
-a---- 6/6/2022 8:05 PM 69891 Ubuntu_2004.4.2.0_scale-125.appx
-a---- 6/6/2022 8:05 PM 81939 Ubuntu_2004.4.2.0_scale-150.appx
a--- 6/6/2022 8:05 PM 1797106 Ubuntu 2004.4.2.0 scale-400.appx
~@= === 6/6/2022 8:06 PM 513691210 Ubuntu_2004.4.2.0 x64.appx
-a---- 6/6/2022 8:06 PM 469 [Content_Types].xml

PS C:\Users\Administrator\Downloads> Add-AppxPackage .\Ubuntu;ZOOd.é.2.07mﬂ;appx_

Open the power shell and run this
command then after ubuntu
installation will be start.
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Create a username — forensic
Create a password — I
Admin@123 (Any..)
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indows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscore6

P s\Windows\system32> dism.exe /online /enable-tfeature /featurename:Microsoft-Windows-Subsystem-Linux /a

norestar

Deployment Image Servicing and Management tool
Version: 10.0.19041.844

Image Version: 10.0.19044.1288

Enabling feature(s)
[ ===74.0% 1

Run this command in power shell on
target machine.

Windows 10

Windows 10 Enterprise Evaluation
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6.0pen server 2019 and chage the following setting.

setting > date and time setting > select (UTC) Coordinated Universal time.

Go to the ¢ drive and create a two folder Cases and Tools.

setting > virus and threat protection off > cloud-delivered protection off > Exclution — Add click
and select cases and tools folder one by one. And create a snapshort.

7. Install the tools in server 2019 for windows Forensic.

1.Download the Arsenal Image Mounter- https:/ /arsenalrecon.com/downloads

2.Download the KAPE Tool- https://www.kroll.com/en/services/cyber-risk/incident-
response-litigation-support/kroll-artifact-parser-extractor-kape

3. Download the Eric Zimmerman Tools - https://ericzimmerman.github.io/#index.md

4. Download the Regripper tool - https://github.com/keydet89/RegRipper3.0

5. Download the eventlog explorer — https://eventlogxp.com/

6. Download Notepad++ - https://notepad-plus-plus.org/downloads/

All tool copy in c drive Tools folder.

Installl the setup of Eventlog and Notepad++.

Go to the C:/Tools/Get Zimmer tools > open powershell > .\Get-ZimmermanTools.ps1 —
Netversion 4.
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PS C:\Tool=\EZTools>

T
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8. Install the windows 10 Enterprise version as a Target Sysytem and create a
snapshort. https://bluecapesecurity.com/prepare-your-target-system/

Go to the setting > Windows Update > Advance option > Update off.

Virus and threat protection > manage setting > Real-time protection off and Cloud

delivered protection off.
Attack Script Preparation - Go to the url https://github.com/bluecapesecurity/PWF
zip file download and extract file.
2 scriptis execute here.

1. — C:\users\denisha\Desktop\PWF-main\PWF-main/Install-
Sysmon > powershell as administrator > .\Install-sysmon.psl.
2. - C:\users\denisha\Desktop\PWF-main\PWF-

main\AtomicRedTeam > open powershell as Administrator > .\ ART-attack.psl.



Sysmon Script Run

ﬁ EN Administrator: Windows PowerShell

Recycle Bin PS C:\Users\IEUser\Desktop\PWF-main\PWF-main\Install-Sysmon> .\Install-Sysmon.psl

eula

PWF-main.zip

PWF-main

= L] [ w5 ki T : o = 31772022




ART Attack Script

- EN Administrator: Windows PowerShell
'S C:\Users\IEUser\Desktop\PWF-main\PWF-main\AtomicRedTeam> .\ART-attack.psl

alling invoke-atomicredteam

Recycle Bin

Running Atomic Tests
Progress:

{coooooooo00
'C:\Users\ er\AppData\Local\PackageManagement\ProviderAssemblies'. You can also install the NuGet provider by

running ' 11-PackageProvider -Name NuGet -MinimumVersion 2.8.5.201 -Force'. Do you want PowerShellGet to install
and import the NuGet provider now?

[ Yes [N] Ha [ Suspend [?] Melp (default :

Installation of Invoke-AtomicRedTeam is plete. You can now use the Invoke-AtomicTest function
nvo

See Wiki at https://github.com/redcanaryco/i ke-atomicredteam/wiki ¢ omplete details
<Lu"11n5 ART attack simulation

= Download Macro-Enabled Phishing Attachment

PWF-mainzip ; oAtomi slde C:\AtomicRedTeam\atomi

Logger: Default-Executionlogge

. All logging commands foun

Create lual account with admin privileges

PWF-main

Default-ExecutionlLo
‘cuﬂc

The command "L?D'E'EJ suc

T command completed suc

'hf command completed suce
ne executir

T1059.001 Atomic T

PathToAtomicsFolde

Using Logger: Default-Executionlogger
All logging commands found

Executing test: T1@S e1-

The operation completed

one executing test: T

T1547.001 Atomic Test

PathToAtomicsFolder

‘»OCF“" Default-Executionlogger
ing commands found

nse Evaluation
h =.180914-1434
= 31772022 Ez




Data Collection



9.Memory Acquisition of the target system

) Step for Memory Acquisition :

1.Create a Evidence Folder in Main PC.

2. Go to C:\Users\Documents\Evidence > open cmd > “C:\program Files\Oracle\ Virtual
Box\VBoxManage.exe”

3. SET PATH=%PATH%;” C:\Programs Files\Oracle\Virtual Box”

4. vboxmanage.exe

5. vboxmanage list vms

6. Vboxmanage debugvm 1d paste machine(target machine) dumpvm core —filename win10-
memory.raw

7. Certutil —hashfile win10-memory.raw > winl0.memory —hash.txt.
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Add Create Copy Move FRemove Release Search | Properties Fefresh
1 Hard disks ':E,:' Optical disks Floppy disks
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1 W ' '
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\ ‘ () wDI (VirtualBox Disk Image)
'I (®) VHD (virtual Hard Disk) <

() WMDEK (Virtual Machine Disk)

Expert Mode Back Cancel

T Y= [ Toe T T
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Add Create Copy Mowe FRemove Release Search | Properties Refresh
1. Hard disks @ Optical disks Floppy disks
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el | win2019-for (34 practical)
-zln?'ﬁ E::.b Rurning
- Mame virtual Size Actual Size
1 0926ccea-dfd 7-4e03-bd33-7a85bd 797974} _copy.vhd — —
%’T‘ windows 10 (fresh installation) v . . \ 7_copy e s
ila]] @) Powered OFf N¥ Copy Virtual Disk 7 > 50.00 B 50.00 GB
50.00 GB 1.09 GB
&Lf | Target systeam (After attack Storage on physical hard disk 50.00 GB 4.69 GB
b/ @ Powered OFF 50.00GB  9.42GB
= Flease choose whether the new wvirtual disk image file should grow as it is used 50.00 GE 1.36 GEB
{dynamically allocated) or if it should be created at its maximum size (fixed size). 50.00 GB 50.00 GB

A dynamically allocated disk image file will only use space on your physical hard
disk as it fills up (up to a maximum fixed size), although it will not shrink again
automatically when space on itis freed.

A fiwed size disk image file may take longer to create on some systems but is often
faster to use.

Pre-allocate Full Size

bt WOR =t
Split into 2GE parts
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Mounting the disk Image with Arsenal Image Mounter

You can enter the Target system harddisk

|
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| 4 = | Tools |
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Windows Server 2019 Datacenter Evaluatior
Windows License valid for 178 day:
Build 17763.rs3_release.180914-143:

17:02 jan
) Al e, 1 @ L B Y

= | Arsenal-Image-Mounter-v3

T « Arsenal-lmage-Mount... » Arsenal-Image-Mounter-v3

Name

lib
runtimes
|| aim_cli
%] aim_cli.dll
aim_cli
| | aim_cli.runtimeconfigjson
senal Recon - End User License Agree..,
senal.lImageMounter.dll
al.ImageMounter.Ferms.dll
allmageMounter.deps
allmageMounter.dll
senallmageMounter
allmageMounter
ounter.runtimecenfig.jse
enfig.dil
5 Il
scUtils.Core.dll
scUtils.Dmg.dil
iscUtils Ext.dll
iscUtils.Fat.dll
iscUtils.HfsPlus.dll

Windows Server 2019 Datacenter Evaluation
Windows License valid for 178 days
Build 17763.rs3_release.180914-1434
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Ewent Log
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Motepad++
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ARSENAL IMAGE MOUNTER ver 39239

Brought to vou by the dewvelopers of Reqgistry Recon

ARSENAL RECON

Arzenal Image Mounter source code and APIls are available for rovalty-free use by open source projects.
Commercial projects must oblain alternatve licensing. Contact Arzenal Recon for more information.

Mo License Detected - Free Mode Enabled

Arsenal Image Mounter is currently running in Free Mode which supports basic
mounting of various disk image formats. For additional functionality, including
mounting Volume Shadow Copies and launching virtual machines, please upgrade to
Professional Mode.

For digital forensics consulting services, contact Arsenal Consulting.

Dizclaimer

Arsenal Image Mounter ("the Softwarae™) 15 provided "AS 15" and "WITH ALL FAULTS,” without warranty of any kind. including withowt
limitaticon the warranties of merchanzbility, fitness for a particular purpose and non-infrngemeant. Arsenal Consulting, Inc. (db/a
"Arsenzal Recon™) makes no warmmanty that the Software is free of dafects or i= suitable for any particular purpose. In no event shall
Arsenal Consultng., Inc. be responsible for loss or damages arising from the installaton or use of the Software, including but not imited
to any indirect, pumnitive, special, incidental or conseguental damages of any character including, withowt imitation,. damages for loss of
goodwill, work stoppage. computer failure or malfunction, or amy and all other commercial damages or losses. The entire risk as to the
quality and performance of the Software is borme by you. Should the Software prove defectve, you and not Arsenal Consulting, Inc.
assume thae entire cost of any sernce and repair.
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Recycle Bin

& Mount image file

1 <« Downloads (... » Ewvidence

COrganize « Mew folder

e

Il This PC - . Date modified Type
J 3D Objects — {0926ccea-dfd7-4e08-bd93-7a85bd79797... I 29-06-2023 15:38 Hard Disk

B Desktop | win10-memorny.raw G- 06-2023 09 RAW File

Documents

Downloads

Music

Pictures Select the disk of target machine
Videos

SOT_x6dFREE_EM

CD Drrrwe (D) Vir

Downloads MWW

cF Metwork W€

File narme: |{DQEEccea—dfd?‘—deDs—bd%—?aE&b- v| Supported formats

I Cpen Cancel m
R
ARSENAL RECON

Micrl il ki All AR 1T MA A rnnlicratinn evtenc
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& Mount options

) Disk device, read only
Mount the disk image as a read-only disk device. Mo write operations will be allowed.

(® Disk device, write temporary
Mount the disk image as a writable disk device using the AIM write filter. Modifications will be written to a write-overlay differencing file and the original
disk image will not be changed. Sometimes referred to as write-overlay or write-copy mode. (NMote - required for launching virtual machines.)

"
Store differencing data in host RAM only (not in a file)

) Disk device, write original
Mount the disk image as a writable disk device. Caution, modifications will be written to the original disk image.

Windows file system driver bypass, write criginal

Sector size: | 512 -
[1 Fake disk signature

FReport a random disk signature to Windows. Useful if the disk image contains a zeroed-out disk signature or you are attempting to mount a duplicate disk
signature. (Mote - requires a valid MBR and partition table. Mot compatible with GPT partitions or images without a partition table.)

[] Create "remowvable" disk device

Emulate the attachment of a USE thumb drive, which may facilitate the successful mounting of images containing partitions rather than complete disks or
images without partition tables. (Caution - see relevant FAC on our website for caveats )

[ Automatically remount at Arsenal Image Mounter startup

Windon

Build 1773

(=




Recycle Bin
Manage Local Disk (F:)
Share Wiewr Drrive Tools
- * This PC » Local Disk (F:) » ot | 10 Search Local Disk (F

(o Mame Date modified Type Size

=
=| Documents
| =

Pictures AtomicRedTeam 28-06-2023 17:57 File folder

== Downloads 0 PerfLogs

07-12-20 G114 File folder

Ewvidence Program Files 16:30 File folder
Ewent Log

Frogram Files (x26 -2021 13: File folder
Explorer ~ [ This PC J (6]

- =

U=sers 12-06-2023 16:32 File folder

P 20 Objects
B Desktop

Documents

Windows 'GQ-06-2023 : File folder

Motepad++
Downloads

Music

Pictures Show the hard disk of Target system in
Videos Forensic Workstation and you can show all
SDT_xBAFREE_EM data
CD Drive (D:) Vir ata.
Systermn Reservec
Local Disk (F:)
s Local Disk (G2
Crownloads OWOWWE

ciF Metwork
B items

Windows Server 2019 Datacenter Evaluation
indows License walid for 178 days
Build 17763.rs5_release.180914-1434

P 17:08
~ T de s9062003




Notepad+~

O,

Event Log

Explorer

Creating a triage data collection with KAPE Tool

File Tools
/| Use Targat opbions

Target options

KapeTriage

MiniTmelneColection

Deduplcats

Target variables

Target variables

Current command lne

# Quick access
Tools
Cases

Il Desktop

& Downloads

;| Documents
= Pictures

Evidence

B This PC
J 30 Objects
I Desktop
Documents
& Downloads
Jx Music
| Pictures
B Videos
- LoOcal Disk (C)

- Windows 10 (E)

Jiew

& Cut

* w Copy path

#| Past

board

e Module options

Manage KAPE

Application Tools

¢ 7 X =

Move Copy Delete Rename Hew
to~ to~ . folder

Organize

» ThisPC Local Disk (C:) Tools » KAPE

™ »
L] yme

Documentation
Modules
[]  Target

‘:"‘3‘: .,, Created: 3

o Get- >©* E
(Ao gy |

gkape.settings

n§

o kapeexe

¥ | Easy access ~ Edit

New item ~ A % Open ~ [ Selectall
v

Select none
Properties
. Invert selection

Open Select

Using kape tool store the
permanent data of target system
in forensic workstation.

J\kape.exe —tsource E: —tdest C:\Case = Documents (\\VBoxSvr) (Z)

@ Network

Targets available: 254 Targets



All Data is store in Cases Folder.

Firefo
T Target options

Targets (Double-click to edit a target)

Notepad+~

Event Log
Explorer

Target variables

Other options

Current command lme

J\kape.exe —-tsource E: —-tdest C:\Cases --tflush —qul

Targets available: 254 Targets selected Modules available: 253




se Target ophbons ge Module options

Target options

lect Event log

Event Log A 0% Vindows Event log
Explorer

EventLogs-RDF Sows Collect

EventTracelogs ndows Event Trace Logs

=
EventTra DATA DESTRUCTION WARNING!
KapeTriage
MiniTimelneCe " WARNING ™

One or more flush options are enabled!

Deduplca

Other options

Yehug messages
Debug messages

Current command lne

J\kape.exe —tsource E: —tdest C:\Cases --tflush —target KapeTriage -ifw —qui

ommand

Targels avoilable: 254  Targets selected: | Modules available: 253  Modules se




(3]

Firefox

Notepad++

Event Log
Explorer

o Select Total execution time: 115.0162 seconds

arg
arge
B
ge

et
arget
Target

|
r
| [
|

Found

Defer

ashing

Co cl ed

red file count:

ApplicationEvents' with Id '2dal6dbf-ead7-448e-300f-fcd442¢3109ba" already p g!
'ApplicationEvents' with Id '2dal6dbf-ead7-448e-a00f-fcd42c3109ba’ already ¢ ing!
'ApplicationEvents’ with Id '2dalédbf-ead7-448e-a0@f-fc442¢3109ba’ already p gl
‘ApplicationEven with Id '2dal6dbf-ead7-448e-a08f-fcd42¢3109ba" already p g!
675 files in seconds. Beginning copy...

due to UnauthorizedAcces
"Ze-" due to ‘nﬂuf??ﬁf'i:
\$Usndrnl:$7' due to Nc
\$Usnlrn l‘(raw' due to NotSupportedException
ﬂ:$5DS' due to NotSupportedException.
“:' due to UnauthorizedAcc xception...
\ d\$RmMetadata\§TxfLog\$ due to NotSupportedException.
7. (:pving locked files...
d file "E:\$MFT' to 'C:\Cases\E\$MFT'. Hashing
"E:\$LogFile' to 'C:\Cases\E\$LogFile'

Deferring
Deferring
Deferring
Deferring
Deferring
Deferring
Deferring

sException...
edAccessException, ..

itSupportedException...

c
P

mmr

T

source file, ..

Hashing source file...

Copied deferre
Copied def&r"ed file

-

red file \$Usnlrnl:$3' to 'C:\Cases\E\$Exte file...
\$UsnIrnl:$Max' to 'C:\Cases\E\$Ex
$SDS* to "C:\Cases\E\$Secure $5DS

to 'C:\Cases\E\$8 Hashing source file...
J\$RmMetadata\$Txflog\$Tops:§7" to 'C:\Cases\E\$Extend\$RmMetadata

nd\$J'. Hashing source
u“d\sWJi'
Haih‘ﬂc source file,..

Copied defer
Copied deferred file
Copied deferred file
Copiedhdeferred file

Cop h%{i@f&"—d file

source file...

+
f
f

601 (Deduplicated: 74 CopyLog.csv' in 'C:\Cases' for

Current command line

e —tsource E; - ~tflush -

-target KapeTria

Targets available: 254 Hodules available: 253

Hashing source file...

$Txflog\$T

copy details

Other options

Debug messages
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Firefox

File Home

New item * J Select al
v
¢ s

Easy access ~ Edit Select none
Delete Rename New Properties

File Bitlocker Advanced Jac vl ! ’ folder . i Invert selection

+ Z'\Evidencewin10-di ard Organize Oper Select

¢ | Local Disk (C) » Cases

Event Log

Explorer

v o Quick access

Tools

237223835_Consolelog.tt
Comes 3-231223835_Copylog.csv
I Desktop ' 03237223835 SkipLog.csv
& Downloads
Documents

= Pictures

Evidence
v [l ThisPC

J 30 Objects

B Desktop Show the hard disk data in
- Cases folder.

& Downloads
J Music

Pictures

I Videos
<+ Mount die
Local Disk (C:)

Windows 10 (E)

w Documents (\\VBoxSvr) (Z)

@ Network




Recycle Ban

Notepad++

Evert Log

Baplorer

Manage Wind

Teal

AtomicRedTeam
BGinfo

Perflogs
Program f
Progrem Files

gtamiats

‘r Downloeds
) Music

= Pictuee

B Videc

ocal Disk

- Windows 10 (E)

w Documents

# Netwerk

144 PM

Cliyd




Disk Analysis Process

Go to the link and Download the materials.
https://github.com/bluecapesecurity/ PWF /blob/main/Resources/Analysis-Notes-Template.docx




Windows Registry

The registry or Windows registry is a database of information, settings, options, and
other values for software and hardware installed on all versions of Microsoft
Windows operating systems. When a program is installed, a new subkey is created in the

registry. This subkey contains settings specific to that program, such as its location, version,
and primary executable.




g 20 Objects
B Desktop
=| Documents
* Downloads
J'& PAusic
&= | Pictures
B Vvideos
s SDT_xGAFREE_EM-LIS
&5 CD Drive (D:) Virtua
== [Downloads (WOWWEBox

=F Metwork

32 itemnms

=1 - Get-Zimmerman Tools
Home Share Wiewr
— R » This PIC » SDT_x6AFREE_EMN-LUS_VWHD (C:)
Mame -
= CQuick access e
Bl Desktop EFViewer
-‘ Downloads Hasher
=| Deocurments iisGeclocate
=| Pictures JumpListExplorer
Cases MFTExplorer
== Downlocads (OWWBox EECd
Evidence RegistryExplorer
e
Bl This PC

ShellBagsExplorer
SCQLECmd
TimelineExplorer
HOWFIMA
MRemoteFileDetails
AmcacheParser

AppCompatCacheParser

iLI L%

bstrings

[
=

=] CThangelLog

Ly Get-Fimmerman Tools
& ILECmd

LECmd

PAFTECmd

(¥ PECmd

= RBCrmnd

i RecentFileCacheParser
i rla

BF SEECHmd

! SrumECrnd

D ==
il M

>

Tools

-

Get-FZimmerman Tools

Drate modified

3 13:40
23 13:40
 13:41
3 13:44
3 13:41
23 13:41
23 13:41
3 13:42
3 13:42
3 13:43
23 13:43
2 13:43
3 13:44
3 13:44
23 11:49
3 15:13
2 12:28
3 13:44
3 14:24

>
Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
C5W File
Application
Application
Application

Text Docurment

Windows Powers...

Application
Application
Application
Application
Application
Application
Application
Application

Application




+ | RegistryExplorer

LYAT2TT

I [
+

R

L

This PC > SDT_x64FREE_EM-US_WHD (C:)

-

Tools

-

Get-ZimmermanTools

* RegistryExplorer

7 Cuick access

B Decktop
lr Downloads
=| Documents
= | Pictures

Cases

Downloads (WOWWEBox

g

Evidence

[ This PC
P 20 Objects
B Desktop

M

Documents
Downloads

Music

Pictures

Videos
SDT_x64FREE_EM-LIE
CD Drive (D) Virtua
Downloads (WOWEBoOx

HRAPFENYen

ciF Metwork

b items

Mame -
Bookmarks
Plugins
Settings
| LICEMSE
¥ RegistryExplorer

| RegistryExplorerfdanual.pdf

Date modified

Go to this path and open Registry

Explorer.

Type

File folder

File folder

File folder

Text Docurment
Application
PDF File

Size
2 KB
&0 651 KB
3,874 KB

e

o

Search RegistryExplorer
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Recycle Bin

Ewent Log
Explorer

Motepad++

!
| Fie |
+

= | config

Date modified

Search config
Type

File
File
File
File
File

Go to this path and load all Registry
hives on Registry Explorer.

Home Share Wieww
Rl « |Cases » F » Windows » System32 » config
63 Mame
i Cuick access
DERALILT
I Deskto -
P | SAM
G. Downloads | SECURITY
L._| Docurments ] SOFTW.ARE
&= Pictures | SYSTEM
Cacses
= [lownloads (WOWWE
Evidence
H This PC
P 20 Objects
B Decktop
=| Documents
Qr Downloads
J'? Music
&= | Pictures
B Vvideos
e SDT _xBAFREE_EM
\?" CD Drree (D) Vir
- Systern Reservec ..
5 items selected 78.2 ME
Key: ROOT

o
Size
v Data Wal
512 KB = = =
641 KB
32 KB
62,608 KB
11,008 KB
ewWer

0a3:34

T d® 3506003



Recycle Bin

Ewent Log
Explorer

Motepad++

@ Reqgistry Explorer v1.6.0.0
File Tools Options Bookmarks (4/0) WView Help

Registry hives (5) Available bookmarks (73,/0)

Key name

RA:AC

4 @ C\Cases\F\Windows\System32\config\SEC...

Last write imestamp

2023-06-29 08:

b ! RDOT ]
4 i C:\Cases\F\Windows\System32\config\DEF...

3 ROOT

* | . Assodated deleted records

=g Unassodated deleted values
4 @ C\Cases\Fi\Windows)System32\config\SAM
2 ROOT
* | . Assodated deleted records
4 @ C\Cases\F\WindowsYSystem32\config\SY ...
2 ROOT
* | Assodated deleted records
b | 5 Unassociated deleted records
=F Unassodated deleted values
4 i C:\Cases\F\Windows\System32\config\50...
3 ROOT
* | . Assodated deleted records
b | 5 Unassociated deleted records
=g Unassocdated deleted values

Key: ROOT

Selected hive: SECURITY Last write: 2023-06-29 08:01:15

Key contains no values Load complete

Values

Type viewer

Value Slack

Build 17763.rs5_




@ Registry Explorer v1.6.0.0 — >
File Teocols Options View Help

Fegistry hives (5) Available bookmarks (F3/0) Values
Find
Value Mame Value Type Data Value... | Is Del... | Data Rec...
Key name
¥ | afEc AElc ;1 e [ ;1\ [ | |
¥ ALNC oy
» | ProgramFilesDir Regs5z CiWPr... | 00-00
F P C\Cases\FiWindows\System32\ config\SECURITY = . - =
@ C\Cases\F\WindowsSystem32\config\ DEFAULT Sl IE=tT RegSz CPr.
W C\Cases\F\Windows\System32\config\SAM ProgramFilesDir (x86) Regsz C:WPr... 00-00..
» P C\Cases\F\Windows\System32\config\SYSTEM CommonFilesDir {x85) RegSz C:¥r... | 00-00...
4 i C\Cases\Fi\Windows\System32\config\SOFTWARE CommoniWa432Dir Regsz C=¥Pr
» Channels DevicePath RegExpan... %Sys... | 00-00
command MediaPathUnexpanded RegExpan... %Sys... 00-00...
¥ _C-:-ntn:ll Panel ProgramFilesPath FRegExpan...  %Pro... 00-00...
- r e riiviriivknsalimn U mngSoﬁwarehwes ..................................... Program\Ws432Dir RegSz C:\Pr...  00-00
3 CurrentvVersion
- - < SM_ConfigureProgramsM...  RegSz SetP...  Q0-00...
b E=| Windows Defender gathering the information :
R Windows Defender . H S5M_GamesMame Regsz Games
N about current version of OS.
v
£ >
Bookmark information
Hiwve C:\Cases'\FiWindows\System32Zvoonfig\SOFTWARE
Category Operating system Type wiewer Slack wiewer Binary wiewer
Mame Currentversion Value name |F"r|:|gramFiIE5Dir
Key path MicrosoftYWindowsYCurrentVersion value type |REQSE
Short description Windows version informaton (Windows key)
Value C:VProgram Files
Long description
Faw value 43-00-3FA-00-5C-00-50-00-7F2-00-5F-00-67-00-72-00-51-00-50-00-2
O-00-45-00-59-00-6C-00-5 5-00-7F3-00-00-00
Key: Microsofth WindowshCurrentWersion Value: ProgramFilesDir | Collapse all hives

Selected hive: SECURITY Last write: 23-06-2023 17:12:44 + 0000 11 of 11 values shown (100.00%5 Hidden keys: O 1




@ Registry Explorer v1.6.0.0

File Teocols Options View Help
Fegistry hives (5) Available bookmarks (F3/0) Values
Find
Value Mame Value Type Data Value ... |IsDel... |Data Re...
Ke
¥ name ¥ | afEc Afc afElc ;|| [ | |
¥ ALNC oy
{default) Regsz MAMSrvc 0Z2-00...
F P C\Cases\FiWindows\System32\ config\SECURITY - =
@ C\Cases\F\WindowsSystem32\config\ DEFAULT * | Computerhame [RegSz DESKTOP-MD2HC. . | 01-00..
P C\Cases\Fi\Windows\System32\config)SAM
4 i C\Cases\FiWindowsSystem3 2\ confighS¥YSTEM
2 14d36e972-2325-11ce-bfc1-08002be 103 15}
b I53f55307-babf-11d0-94F2-00a0c9 1efhab Usmg System hlVC
3 f6bdd 1fice-8 10f-11d0-becT7-08002be 2092} .
AppCompatCache gatherlng the
» bam . .
_ information about
Devices
’ . Computerlame computer name oI :
¥ CrashControl t t t )
[ DeviceClasses arge Sys cm. o
£ >
Bookmark information
Hiwve C:\Cases'\FiWindows\System32yvoonfig\SYSTEM
Category Operating system Type viewer Slack viewer Binary viewer
Mame ComputerMame Value name |CDI‘|‘||3LI12EFNEII‘I‘|E
Key path ControlSetid 1\ ControlyComputerMame YW omputerMame value type |REQSE
Short description The name of the computer val T T —
Value
Long description The name of the computer
Faw value 44-00-45-00-53-00-496-00-54-00-494F -00-50-00-2D-00-40-00-434-00-3
2-00-43-00-43-00-50-00-54-00-00-00
Key: ControlSet00 1 Controh ComputerMamel ComputerMame Value: ComputerMName | Collapse all hives

Selected hive: SECURITY Last write: 23-06-2023 16:12:17 + 0000 2 of 2 values shown (100.00%5 Copied Value data to clipboard Hidden keys: O 1




Gathering system information with RegRipper

Follow the Step for Regripper

1. Go to the C:\Tools\RegRipper\ > open cmd > dir > rip.exe
2. You can create a folder in ¢ drive with Analysis and also create registry folder in Analysis
3. Insertthe file in Analysis folder:
C:\Cases\F\Windows\system32\config- DEFAULT
SAM
SECURITY
SOFTWARE
SYSTEM
C:\Cases\F\users\Denisha- NTUSER.DAT
C:\Cases\F\users\Denisha\ Appdata\Local\Microsoft\Windows\ - UserClass.dat
. Backto cmd and type rip.exe —r C:\Cases\ Analysis\Registry\SOFTWARE —p winver
. rip.exe —r C:\Cases\ Analysis\Registry\SOFTWARE —p nic2
. rip.exe —r C:\Cases\ Analysis\Registry\SYSTEM —p timezone
. rip.exe —r C:\Cases\ Analysis\Registry\SYSTEM —p shutdown
. rip.exe —r C:\Cases\ Analysis\Registry\SOFTWARE —p defender

0 N O\ U W



= | RegRipper3.0-master

Home Share View

|
* | I C\Tools\RegRipper3.0-masterRegRipper3.0-master Search RegRipper3.0-master
|

-~ Mame Date modified Type

7 Quick access

B Desktop
; Downloads

e T
1 [ B

plugins 01-07-2023 De:42 File folder
[ | .gitattributes 11-03- GITATTRIBUTES File
[ | Base.pm 11-03- P File
=] Documents [ File.pm 1-03- PM File
i=| Pictures | | Key.pm 1-03- PM File
Evidence [ ] license.md 11-03- MDD File
Execution [£] license 71-03- Text Docurment
[2] p2x3124.dIl 11-03- Application extens...
) q 11-03- lcon
| | README.md '1-03- MD File
EH This PC regrip 21-03- Windows Batch File
g 2D Objects 2 rip 11-03- Application

£ rip_bulk 11-03- Compressed (zipp...

plugins
Registry

Documents
Application

PL File

Downloads
Music
Pictures
Videos
SDT_xB4FREE_EN Go to this path and open cmd.
CD Drive (Dx) Vir
== [ownloads (OWE

003

oy EI I::] a |:_|




-

Home Share

Administrator: CWWIindowshSystem32hcmd.exe

Microsoft Windows [Version 18.8.17763.737]
{c) 2818 Microsoft Corporation. All rights reserved.

C:\Tools\RegRipper3.@-masterh\RegRipper3. El—maste

Rip v.3.8 - CLI RegRipper tool
Rip [-r Reg hive file] [-f profile] [-p plugin] [options]
Parse Windows Registry files, using either a single module, or a profile.

MOTE: This tool does NOT automatically process Registry transaction logs! The tool
does check to see if the hive is dirty, but does not automatically process the
transaction logs. If you need to incorporate transaction logs, please consider
using yarp + registryFlush.py, or rla.exe from Eric Zimmerman.

Registry hive file to parse

Check to see if the hive is dirty

Guess the hive file type

Automatically run hive-speciftic plugins

Automatically run hive-speciftic TLN plugins
-t [profile] use the profile
-p [plugin] use the plugin

list all plugins

Output plugin list im C5V format (use with -1)
-5 systemname system name {(TLN support)
-U username User name (TLN support)

Update default profiles

Help {(print this information)

C:h>rip -r c:hcaselsystem -f system
C:%>rip -r c:hcaselntuser.dat -p userassist
C:h»rip -r c:h\case‘\ntuser.dat -a

= [ownloads (OWE

e . .

16 items

i
o
i
y)

o s 016
LS | P A% 09 072023 L



-5 systemname...... system name (TLN support) -

-U USEFMNEME. ..o .w .. User name (TLN support)
SUP L e i i e e Update default profiles
-he o Help (print this information)
Ex: C:\»rip -r c:\case\system -f system
C:h>»rip -r c:\case\ntuser.dat -p userassist
C:h>rip -r c:\caseZwntuser.dat -a
C:herrip -1 -c

All output goes to STDOUT; wse redirection (ie, > or »») to output to a file.
copyright 2828 Quantum Analytics Research, LLC

C:\Tools\RegRipper3. 8-master\RegRipper3._8-master>rip.exe -r C:\Cases‘\AnalysisiRegistry\SOFTWARE -p winwver
Launching winver wv.28288525

winver wv.282808525

(Software) Get Windows wversion & build info

ProductMName Windows 18 Enterprise Ewvaluation
ReleaseID 2869
BuildlLab 12841 .vb release.191286-1486
BuildlLabEx 19841 .1 . amdédfre._vb release.191286-1486
CompositionEditionID EnterpriseEval
RegisteredOrganization
RegisteredOwner Denisha . . 2 .
InstallDate 2023-86-28 16:13:27% Using plugins gathering more details
InstallTime 2623-66-28 16:13:272 Here using winver plugin show detail
C:\Tools\RegRipper3.@-master\RegRipper3.@-master:>» about windows version.
b
_— - 0920
8 o o o - A T de ]
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Microsoft Windows [Version 18.8._.17763.737] ~
{c) 2818 Microsoft Corporation. All rights reserwved.

C:3\Tools\RegRipper2.0-master\RegRipper3.8-master>rip.exe -r C:ZCasesiZAnalysisZRegistry\SYSTEM -p timezone
Launching timezone wv.28288518

timezone wv.20200518

(System) Get TimeZoneInformation key contents

TimeZoneInformation key Tlmezone Plugln use for
ControlSet@@l\Controli\TimeZoneInformation o o
LastlWrite Time 2823-86-28 16:84:247 detall a'bout tlme
DaylightName -» @tzres.dll,-491
standardName -» @tzres.dll,-492
Bias -» -338 (-5.5 hours)
ActiveTimeBias -> -338 (-5.5 hours)
TimeZonekKeyMame-> India Standard Time

C:\Tools\RegRipper2.0-master\RegRipper2.08-master>rip.exe -r C:\Cases‘\Analysis\Registry\SYSTEM -p nic2
Launching nic2 v.28288525

nic2 wv.28288525%

{System) Gets NIC info from System hiwve

Adapter: {S546abta36-9cla-46da-bl44-6768bl13c717c}
LastlWrite Time: 2823-86-28 16:84:517

EnableDHCP 1

Domain o o

MameServer Nic2 plugln use for
ControlSeteel\Services\Tcpip\Parameters\Interfaces has no subkeys. detail about network
Adapter: {737b8694-15cd-1lee-al76-886ebtbeclb63}
Lastlrite Time: 20823-86-28 16:085:147F card.

ControlSet@8l \Services\Tcpip\Parameters\Interfaces has no subkeys.
Adapter: {f2d726a5-81322-4845-bbf7-28d9el13d48bd}
LastWrite Time: 2823-86-29 B88:81:187

EnableDHCP 1

Domain

MameSerwver

DhcpIPAddress 18.8.2 .15

DhcpSubnetMask 255 _.255_ 255.8

DhcpServer 1. 8.2 _2

Lease 264806

LeaseObtainedT ime 2023-86-29 83:981:187

T1 2023 -860-29 Z2e:681:1875 L
i ~ =5 € m s S e e e
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EXE

ControlSet@@l\Services\Tcpip\Parameters\Interfaces has no subkeys.

C:3\Tools\RegRipper3.0-master\RegRipper3.8-masterr>rip.exe -r C:\Cases‘Analysis\Registry\SYSTEM -p networklist
Launching networklist v.282808518

Launching networklist v.28280518

{Software) Collects network info from MNetworklList key

Microsoft\kWindows NTAZWCurrentVersion\NetworklList\Profiles not found.

C:\Tools\RegRipper3.0-master\RegRipper3.8-master>rip.exe -r C:Z\Cases‘Analysis\Registry\S¥YSTEM -p shutdown
Launching shutdown wv.28288518
shutdown wv.28288518

{(System) Gets ShutdownTime wvalue from System hive

Detail about last shutdown time of
ControlSet@@l\ControliWindows key, ShutdownTime walue

LastlWrite time: 2023-86-29 00:88:85F target SYStem-

ShutdownTime > 2823 -86-29 ©9:88:857

C:3\Tools\RegRipper2.0-master\RegRipper3.8-master>rip.exe -r C:Z\Cases‘Analysis\Registry\SOFTWARE -P defender
Launching defender wv.28288427

defender wv.28266427

{Software) Get Windows Defender settings

Key path: Microsofti\kWindows Defender o 3
LastWrite Time 2823-86-29 @9:87:527F Deta11 about MlCl‘OSOft defender

Key path: Microsofti\kWindows Defender‘\ExclusionsiPaths

Key path: Microsofti\Windows Defender\Exclusions\Extensions

Key path: Microsofti\Windows Defender\Exclusions\Processes

Key path: Microsofti\kWindows Defender‘\Exclusions\TemporaryPaths
Key path: Microsofti\Windows Defender‘\ExclusionsiIpAddresses
Key path: Microsoft\Windows Defender\Features

TamperProtection value = 1

If TamperProtection wvalue = 1, it's disabled

Key path: Microsoft\Windows DefenderZReal-Time Protection

@ ~° 5 € m éFEa R

I
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1637
30-06-2023



Parsing registry hives in bulk with RegRipper

Go to the Registry folder location > open cmd > dir > attrib * > attrib -h NTUSER>DAT > attrib —h

UserClass.dat
2. For /1 %1 1n (*) do (C:\Tools\RegRipper\rip.exe — %1 —a > %i.txt).
3. Show in Registry folder text file automatic created then after all file selected and edit with Notepad++ and show

the all detail of target system.

1.



=
Home Share

T > This PC » SDOT_wB4FREE_EM-US_VHD (C:) » Cases > Analysis

BC:\Casesh\Analysis\Registryrattrib -h NTUSER.DAT

C:\Casesh\Analysis\Registry»attrib -h UsrClass.dat

C:\Cases\Analysis\Registry>

0939 |:_|
09-07-2023

Q., e ~ T e



Administrator CH

29-B6-2023 89 : 838
29-06-2023 80 : 838
29-96-2023 29 1 88
29-86-2023 29 : 88
29-96-2023 &9 a8
5 File(s)
2 Dir(s)

524,288 DEFAULT

85,536 SAM

32,768 SECURITY
Ja,254 592 SOFTHWARE
11,272,192 SYSTEM

82,149,376 bytes
22,986,297 ,344 bytes free

:ZCaseshAnalysishRegistry>»attrib =
:Z\CaseshAnalysis\Registry\DEFAULT
:ZCasesMAanalysish\Registry\NTUSER.DAT
:ZWCaseshAnalysishRegistry\SAM
:ZWCaseshAanalysishRegistry\SECURITY
:ZWCaseshAnalysishRegistry\SOFTHARE
:ZCaseshAnalysis\Registry\S¥STEM

H

oD DD DO
(aNaNaNaNaly!

]

:ZCasesMAnalysis\Registry»attrib -h NTUSER.DAT

]

:ZCasesMAnalysishRegistry>for /r %2i in (*) do (C:\Tools\RegRipper2.8-master\RegRipper3.8-master\rip.exe -r i -a > Xi.txt)

C:Z\Cases\analysis\Registry>(C:\Tools\\RegRipper3.@-master\RegRipper3.@-masteririp.exe

1>C:\Cases Analysis\Registry\DEFAULT.txt )
adobe v.28288522
allowedenum wv.282868511
appassoc v.202808515
appcompatflags v.282088525
appkeys v.28208517
applets v.Z28208525
apppaths v.28288511
appspecific wv.28288515

Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching
Launching

[*] Launching iconlayouts w.28211881

appx

v.28280427

arpcache v.282088515
attachmgr v.28288525
cached wv.28288525
cmdproc v.2e82eeas515
comdlg32 wv.Z28288517
compdesc v.28288511

DD w. 281468414
disablemru wv.28198924
environment wv.28288512
featureusage v.28288511
[*] Launching heidisgql wv.28281227

Launching identities wv.28288525

= - B

= O

[em—|

Execute the command for create the text file of

registry hives.

-r C:ZCaseshaAanalysis\Registry\DEFAULT

o~ T g

1720
30-06-2023

-d



= | Registry

Home Share WView

T This PC » SDT_xB4FREE_EM-US VHD (Z:) » Cases » Analysis » Registry Search Registn,

7 Quick access
I Desktop
,‘, Downloads
[£Z] Documents
&= Pictures
Evidence
Execution
plugins
Registry

H This PC
P 30 Objects
I Desktop
[£2] Documents
‘ Dewnloads
J‘.\ Music
&= | Pictures
ﬁ Videos
i SDT_xB4FREE_EM
CD Drive (D) Wir
= Downloads (VI

B

14 items

L]

Mame

|=| UsrClass.dat
[ ] UsrClass.dat
=] SYSTEM

(] SYSTEM

=] SOFTWARE
[ | SOFTWARE
[=] SECURITY

[ | SECURITY
=] sAM

[ saM

[=] MTUSER.DAT
[ ] MTUSER.DAT
[=| DEFAULT

[ | DERAULT

Date modified

Type

Text Document
DAT File

Text Document
File

Text Document
File

Text Document
File

Text Document
File

Text Document
DAT File

Text Document
File

Show the all text file of
registry hives.

036
L
= de 09-07-2023

]




= | Registry
Haome Share WView
T » This PC » SDT_x64FREE_EM-US WHD (C:) + Cases »* Analysis * Registry Search Registn

-~ Mame Date moedified Type

#F Quick access

B Cesktop
4 Downloads

UsrClass.dat : Text Document
UsrClass.dat JG-06-2023 0907 DAT File
SYSTEM F-2023 10 Text Document
SYWSTER G-06-2023 0% File
SOFTWanC 023 10 Text Document
SOFTW Open 3 0% File

4

=] Documents
&= Pictures

Evidence

Execution
plugins
Registry

@ This PC
g =20 Objects
B Cesktop

=] Documents
1‘ Downloads
J’! Music
Pictures
| Videos
SDT_xbAFREE_EM
CD Drive (D) Vir
== [Downloads (WWE

=
o
=
]
=
o
=
1
=
1
=
1
=
1

SECUR
SECUR
S8M
S5AM

Print
Edit

Edit with Motepad++

Share
Open with

Restore previous versions
Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties

Text Document
File

Text Document
File

Text Document
DAT File

Text Document
File

Open any file with Notepad++ and
collect all detail about particular

L

B

14 itermns 1 item =selected 2.41 MEB

F1 s




K

E
IFiIE Edit Search View Encoding Language Settings Tools Macre Run Plugins  Window 7 +

= : 3= = == = &
o E= (=] oléﬂl E:]| |Eﬂ£‘;ﬁ|-§ =-| | + ='.-=-—J'-t|_I-E|-—' |E| (k]
= El [=| s¥STEM.bt E3 EDEF.—'_-LILT.tﬂ ]Er-JTHSER.D-—_-T.m ]E SAM. bt ]E SECURITY.bxt ]E SOFTWARE. ]
2Te2 Hame = wmicrdw #
2T 63 Display = @%svystemrootihvsystemIZhicsvoext..dll, —6e01
2764 ImagePath = $svstemrootbtIwvsvyvstem3IZhsvchost.exe —k ICService —p
2765 Tyvpe = Share ™
27 Startc = Manual] Find =
27TeT Group = i
R Find Replace Findin Files Findin Projects  Mark ShOW any
2Te9 Hame = wmicsh . . .
277¢ Display = @sys Eind what:| ~ I Find Next | O information
2771 ImagePath = Ssystg . .
2772 Tvpe ——— Count using plugin.
27T 3 Start = Manual In selection Find All in Current
27T77T4 Group = Document
R Hame — micti [ | Backward direction Find All in All Opened
e - ) ] [ mMatch whole word only Documents
=2 Display = EZsvyst
2778 ImagePath = %svsts [ IMatch case Clase
2779 Type = Share | Wrap around
2780 Startc = Manual
781 Group - Search Mode Transparency
e - Por. (@) Mormal (®) On losing focus
2783 Hame = wmd oW () Extended O, Y, M WD, L) ) Always
= = Display = E%s¥SY () Regular expression . matches newline ]
2TES ImagePath = $svsts Fal
27 Type = Share | b
<€ >
Mormal text file length : 3,871,631 lines: 7,241 Ln: 2738 Col: 153 Pos:1,0828176 Windows (CE LF) LUTF-2 IMNS
i SDT_xBAFREE_EM

{5! CD Driwee (D) Wir we
12 items b items zelected 2.24 MEB [=

Defender settings: Key path: Microsoft\Windows Defender\Real-Time Protection

LastWirite Time: 2023-06-29 08:14:347F
Registry: HKLM\Software\Microsoft\Windows Defenderl, h




[J‘ ChCaseshAnalysishRegistihSY5STEM.bt - Motepad++ [Administrator] — (I >

File Edit Search VWiew Encoding Language Settings Teools Macre Run Plugins  Window 7 + w
= | ‘:I > = =_ = = = r
o ooléﬂl | |ﬂ'@ﬂﬂ1‘i§ﬂ|"‘g =-| | A EE E IS (==l |E| (b
= El [=l| s¥STEM.bt ﬂEDEF.—:ULT.tﬂ ]Er-JTUSER.D;T.m ] SAM. bt ]E SECURITY.bxt ]E SOFTWARE. ]
2Te2 Hame = wmicrdw #
2T 63 Display = @%svystemrootihvsystemIZhicsvoext..dll, —6e01
27 ImagePath = $svstemrootbtIwvsvyvstem3IZhsvchost.exe —k ICService —p
27 Tyvpe = Share Process
2TBE Stcartc = Manual
27TeT Group =
2Te9 Hame = vmicshutdown
2T7TTC Display = @%svyvstemrootihvsystemIZhicsve.dll, —-301
277 ImageFath = Ssyvstemrootihsystem3Zi\svchost.exe -k LocalSvyvstemMletworkREestricted —p
2T T2 Tyvpe = Share Process
2T 3 Startc = Manual "
< >

Search results - (9 hits)

E%SE&FGh "shntdown" (9 hits in 1 file of 1 =earched) |
— C:ZWCases\Analy=sis\\Registry\SYSTEM. txt (9 hits)

Line : ClearPageFileAtShutdown = 0

Line H Name = wmicshutdown

Line ! shutdown w.20200518

Line : [(Swywstem) Gets ShutdownTime wvaluse from System hiwve

Line ! ControlSet00lZ\ControlZWWindows key, ShutdownTime walue

Line ! ShutdownTime : 2023—06—-29 09 :08:05Z

Line : Z019—-1Z2—-07 09:16:04Z, vmicshutdown, @FsvyvstemrootE\system3IZhicsvo.dll;—301, Fsystemrootiysystem3I2\svchost .. exe —k

Line : Z019—-1Z2-07 09:15:07Z, vmicszhutdown’ Parameters, , $SvstemRootci\System3Z2 \icsvo.dll, ., .
£ >
Mormal text file length : 3,871,631 lines: 7,241 Ln: 2738 Col: 153 Pos:1,0828176 Windows (CE LF) LUTF-2 IMNS

e SDT_xBAFREE_EM
w8 CD Drive (D) Vir o

12 items b items zelected 2.24 MEB [~

Defender settings: Key path: Microsoft\Windows Defender\Real-Time Protection

LastWirite Time: 2023-06-29 08:14:347F
Registry: HKLM\Software\Microsoft\Windows Defenderl, h




User Accounts and SIDs Overview

Administrator: Command Prompt o
Microsoft Windows [Version 18.8.17763.737] -~
{c) 2818 Microsoft Corporatiom. All rights reserwved.

C:wWUsers’\Administ r‘atn::ir"
mand is:

The syntax of this com

MET
[ ACCOUNTS | COMPUTER | COMFIG | COMNTINUE | FILE | GROUP | HELP |
HELPMSG | LOCALGROUP | PAUSE | SESSIONM | SHARE | START |
STATISTICS | STOP | TIME | USE | USER | VIEW ]
C:WUsers’Administrator>net accounts
Force wuser logoff how long after time expires?: Mewver
Minimum password age (days): e
Maximum password age (days): F B
Minimum password length: &
Length of password history maintained: Momne
Lockout threshold: Mewver
Lockout duration {(minutes): 38
Lockout observation window {(minutes): 38
Computer role: SERVER

The command completed successfully.

C:WUsers’hAdministrator}inet user

User accounts for AW WHIN-AJDE7GOIQED

Administrator DefaultAccount Guest
WDAGUTEiIilityAccount
The command completed successfully.

C:WUsershaAdministrator}inet localgroup

Aliases ftor \ \WHWIN-AJDB7GOIQED

*Access Control Assistance Operators

=Administrators

*Backup Operators

*Certificate Service DCOM Access

*Cryptographic Operators -

: - _ 05:25
L A i L= | o ~ T d% 5072023 B

I



Administrator: Command Prompt

C:\Users)\Administrator>net localgroup

Aliases for W\WWIN-AJDBYGOIQE]D

*Access Control Assistance Operators
=*Administrators

*Backup Operators

*Certificate Service DCOM Access
*Cryptographic Operators

*Device Owners

*Distributed COM Users

*Event Log Readers

*Guests

*Hyper-V Administrators

*TTS TUSRS

*Network Configuration Operators
*Performance Log Users
*Performance Monitor Users
*power Users

*Print Operators

*RDS Endpoint Serwvers

*RDS Management Servers

*RDS Remote Access Servers
*Remote Desktop Users

*Remote Management Users
*Replicator

*Storage Replica Administrators
*System Managed Accounts Group
*Users

The command completed successfully.

C:\Usersh\Administrator>whoami
win-ajdb7goigqejhadministrator
C:\Usersi\Administrator>whoami fuser

USER IMFORMATION

05:25

~ B w51 07-0003 a




Administrator: Command Prompt

*Users

The command completed successfully.

C:ZWsershAdministrator
win-ajdb7goigej\admini

C:\sersiAdministrator

USER INFORMATION

behoami

L= = =y )

whoami

Juser

win-ajdb7goigejihadministrator

C:\Users\Administrator:>g

[ 1]
[ | ]
o
I

5-1-5-21-33691724682-31999036868-3115234934-580

A N [

0525
01-07-2023

5.'1_1:-



Analysis of user accounts , groups and profiles

All Hives load in Registry Explorer and open SAM hive and click the on the user folder.

@ Registry Explorer v1.6.0.0
File Toels Options View Help

Reagistry hives (5) Available bookmarks (73,/0) Values User accounts

Key name

R C

r @ C\Cases\Analysis\Registry\DEFAULT
4 @ C\Cases\Analysis\Registry\SAM

2 Aliases

b IUsers

W C\Cases\Analysis\Registry\SECURITY
@ C\Cases\Analysis\Registry\SYSTEM
W C\Cases\Analysis\Registry\SOFTWARE

<

Bookmark information
Hiwve C:\Casesanalysis\Registry\SamM

Category Operating system

Mame Users

Key path SAM\DomainsVicoountiUsers <

Total rs: B
Short description User accounts oral row

Long description User accounts in SAM file Type viewer

Value name |I:|:|Efﬁl_|lt}

Value type |Rengnrd

Key: sant Domainsi Accountt Users Values: (default) Collapse all hiwves

Selected hive: DEFALILT Last write: 28-06-2023 16:32:29 +00:00 1 of 1 wvalues shown (100.00%5 Hidden keys: O 1

: 05:48
= 9% o107-2003




#
File Tools Options View Help

Reaqistry hives (5) Available bookmarks (73/0) Values User accounts

Key name
C
ki C\Cases)\Analysis\Registry \DEFAULT
4 P C\Cases\Analysis'Registry\SAM
¥ Aliases
[ Users
P C\Cases\Analysis\Regi
i C\Cases\Analysis\Regis|
i C\Cases)\Analysis\Regis|

Export successful

o Values exported to 'C:YUsersiAdministratoriDesktopUser accounts_Values_Export_2023070105483 1. xdsx'

Bookmark information
Hive C:\Casesl

Category Operating sysbem

Mame Users

Key path SAM\DomainsWooountiUsers <

Total rows: &
Short description User accounts !

Long description User accounts in SAM file Type viewer

Value name ||:n:|e1'ault]|

Value type |F{engnrd

Key: sam Domainsi\Accounth Users Value: (default) | Collapse all hives

e e

Selected hive: DEFALLT Last write: - 06 :32:29 +00:00 1 of 1 wvalues shown (100.00% Hidden keys: 0 1
05:48

W= 9% 0107-2003




| Desktop

Home Share Wiew
« “f~ B » This PC » Desktop w0 Search Desktop

~ Mame Date moedified Type

w g Quick access D
book 05-07-2023 05:13 Office Open
I Desktop .

3} Event Log Explorer 28-06-2023 13:23 Shortcut

¥ Downloads | ] User accounts_Values_Export_2023070105... 7-2023 05:48 XLSX File

=] Documents
&= Pictures

Evidence

Execution Open thlS ﬁle 11’1

plugins timeline explorer
Registry
w [l This PC
g 30 Objects
I Desktop
=] Documents
4 Downloads
J'ﬂ Music
= Pictures
ﬁ Videos
i SDT_x64FREE_EM
CD Drive (D) Vir
== [Downloads (OWE
w
3 items

1004

Tl ds L

09-07-2023




Share

[ Mew item ~ n FH select an

4 - £ ‘f
Copy path ) ) 1_| Easy access ~ J Select none

Pin to Quick Copy  Paste Move Copy Delete Rename Mew Properties .
access | Paste shortout to to - folder - Dﬂlnuert selection

Clipboard Crganize Mew Cpen Select

— w A » This PC » SOT_xB4FREE_EM-US_WHD () » Teools » Get-ZimmermanTools » TimelineExplorer » w | ) Search TimelineExplorer

Fa

B Desktop -~ Mame Date modified Type Size

¥ Downloads Layouts 16-07-2023 12:40 File folder

=| Documents Plugins 123-06-2023 13:43 File felder

&=| Pictures Settings 01-07-2023 05:44 File folder
Evidence [=| LICEMNSE 16-04-2021 10:52 Text Docurnent

(] TirmelineExplorer 15-10-2021 12:29 Application

Execution

MTFS

Fegistry

Bl This PC
g =0 Objects
B Desktop
= Documents Go to the Get-Zimmerman tools and show the timeline

I Eﬂ”w_”'“ds‘ explorer and open it.
), LEIC

&= Pictures
ﬁ Videos

o SDT_xBAFREE_EM

o i R MR
5 itemns

& % A% g, 08000




Recycle Bin &) Timeline Explorer v1.3.0.0

File Tools Tabs View Help

Event Log
Explorer

Notepad++

DOCX

book

User
accounts_V...

Please Wait

Loading file "User accounts_Values_Export_20230701054831 xsx’...

a0

05:49
P
= dx 01-07-2023 E1




7| Timeline Explorer v1.3.0.0

ile  Toels Tabs View Help

ser accounts_Values_Fxport_2023070105483 1. xlsx

Last Incorrect

Afc
2023-86-28 .. Administrator
2823 -86-28 .. Guest
2023-86-28 .. DetfaultAccount
2823 -86-28 .. 2823 -06-28 : : WDAGUt1lityAccount
2823-86-28 ... 2823-856-29 Denisha
2823-86-28 ... 2823-86-28 — | 2023 -06-28 : : detaultusers

Show the detail about
Target system user.




= | Registry

Home Share

WView

R » This PC » SDT_xB4FREE_EM-US_WVHD (C:) »

B Desktop C
4 Downloads
=| Documents
&= | Pictures
Evidence
plugins
Registry
RegRipper3.0-m

[ This PC
30 Objects
B Desktop
=| Documents
1‘ Downloads
J'!' Music
&= | Pictures
B Videos
o 3DT_xbAFREE_EM
CD Drive (D:) Vir
= Downloads (WMWWE

cF Metwork

ot

12 items 1 item selected

Mame

DEFAULT
DEFAULT

(7 O T O T O P T P T P

7.09 KB

Fa

MTUSER.DAT
MNTUSER.DAT

Open

Print

Edit

Edit with Motepad++
Share

Dpen with

Restore previous versions
Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties

» Analysis

»

Registry

Date modified

SNy T T

P T p s e

17:18

Type

File

Text Document
DAT File

Text Document
File

Text Docurment
File

Text Docurment
File

Text Docurment
File

Text Docurment

SAM file open with
notepad++

312 KB
16 KB
1,024 KB
39 KB
&4 KB

8 KB

32 KB

68,602 KB
2476 KB
11,008 KB

373 KB

Search Registr

T

s

0a:01
01-07-2023




[Q" CihvCases' Analysis\Registn\ 5AM. bt - Motepad++ [Administrateor]
File Edit Search WView Encoding Language Settings Tools Macre Run Plugins  Window 7

o = s s & | | & Bg | % X | EEEERRzE® =
BEa1 o|E svstemoe @Bl oerauitee G| B NTUSER.DAT.6¢ 3 [ sAMbt ﬂESECURIT"r.tﬂ | soFTwaRE.bd

Samparse w.20220921
(SAM) Parse S5AM file for user & group mbrshp info

TUOzer Information

Tzername Bdministrator [S500]
51D 5-1-5-21-3331464962-214784631-3394824829-500
Full HName
T=zer Comment Built—-in account for administering the computer/domain
Aoccount Type
ABccount Created Wed Jun 28 le:13:1e 2023 2
Hame
Last Login Date Hewver
Pwd Reset Date Hever
Pwd Fail Date Hever
Count L]
Password does not expire .
Bocount Disakled USIHg NOtepad++
——> Normal user account

Show the user detail

T=zername Guest [S01]
S5ID 5-1-5-21-3331464962-214784631-3394824829-501
Full HName
T=ser Comment EBuilt—-in account for gusest access to the computer,/domain
Acoccount Type
ABccount Created Wed Jun 28 le:13:1e 2023 2
Hame
Last Login Date Hever
Pwd BReset Date Hever
1 Pwd Fail Date Hever

Mormal text file length: 7,269 lines: 202 Ln:20 Col: 26 Pos: 583 Windows (CR LF) UTF-8

001 E
01-07-2023 1




RecentDocs Analysis

Information about the files that were recently opened/saved and the
folders that were opened are maintained in the RecentDocs registry
key.

## Load the Ntuser.dat hive on Registry Explorer. And open Recent Doc.



= | RegistryExplorer

Home Share WView

T™ ChToolst Get-Zimmerman Tools\RegistryExplorer Search RegistryExplorer

Marme Date medified Type

#F CQuick access

I Cresktop
4 Downloads

Bookmarks 28-068-2023 13:42 File folder
Plugins 12-06-2023 13:42 File folder
ettings 3-06-2023 13:42 ile folder
Setting 06 13:42 File fold

= ; -2102 e ext Document
J Documents LICEMSE T D

i=| Pictures B RegistryExplorer 021 13:25 Application

Evidence | | RegistryExplorerfanual.pdf 7 020 14:30 PDF File
Execution
plugins
Registry

Open the Registry Explorer. And

B This PC

§ 3D Objects load the Ntuser.dat file.

I Cesktop
[Z£] Documents
,‘, Downloads

J'!' Pusic

Pictures

B Videos
SDT_xbAFREE_EM
CD Drive (D) Vir

== Downloads (WWE

ot

B -

b items

1027

ol dse I:-l

09-07-2023




@ Registry Explorer v1.6.0.0
File Toecls Options View

Registry hives (1) Available bookmarks (29,/0) Values Recent documents

Extension Value MName Target Mames Lnk Mame Mru Position Opened On Extension Las. ..

PrinterPorts

! RecentDocs

peleny
p=l
.p=d1
psml
Zip
Folder
£

Bookmark information

Hive

C:\Cases\analysis\Registry\WTUSER.DAT

AAC

RecentDocs

RecentDocs

RecentDocs

RecentDocs

RecentDocs

RecentDocs

RecentDocs

AIC

invoke-atomicr
edteam
Invoke-Atomic
RedTeam.psm
1

Invoke-Atomic
RedTeam.psd1

AtomicRedTea
m

ART-attack.ps
1

Resources
PracticalWindo
waForensics—C
heat-sheet.pd

RALAC
invoke-atomicr
edteam (2).Ink
Invoke-Atomic
RedTeam
{3).Ink
Inwvoke-Atomic
RedTeam.Ink

AtomicRedTea
m.Ink

ART-attadk. Ink

Resources.Ink

PracticalWindo
wsForensics-C
heat-sheet. Ink

0| 2023-06-28 ...

2023-05-

2023-05-

2023-06-28 1.

2023-06-28 1...

.F
RecentDocs PWF-main.zip = PWF-main.Ink

Mame RecentDocs RecentDocs i The Internet The
Internet.Ink

Cat User fil d fold
ategory ser files an ers 0230628 1.

Key path Software \Microsoft\Windows\CurrentVersion\Explore = —
Total rows: 19

Short description Recently opened files by extension

Long description See MRU key for order of opening

Type viewer

e e

Current offset: 0 (0l Bytes selected: 0 (Do) Data interpreter

Key: SOFTWARE\Microsoft\Windowsh CurrentVersion\Explorer\RecentDocs Value: MRELUListEx | Collapse all hives
Selected hive: NTUSER.DAT Last write: 28-06-2023 17:58:22 +00:00 11 of 11 walues shown (100.00% Hidden keys: 0 1

1019

= Q%= g9 072022




Open Ntuser.dat file in Notepad++.

[;?1’ ChCaseshAnalysishRegistryMTUSER.DAT bt - Notepad++ [Administrator] — >
File Edit Search VWiew Encoding Language Settings Tocols Macro  Run Plugins  Window 7 + v

o B GQ@'N-E:Ql |ﬂ£;H|@?| |§_+' E:ELJLJB-_.‘-‘lm ]
= BI] = E R e [H nTuseRDAT.ot E3 B SECURITY.0e (3|l soFTwaRE e (3 |E samoe 3| UsrClass.datoe 3 |EsvsTEMbe 3 |BE NTUSER.DAT

Software\Microsoft\Windows \CurrentvVersion' Search\Recentipps not found. ~

recencdocs v.202004927
(NTUSER.DAT) Gets contents of user's RecentDococs key

oWy o

RecentDocs

#&AR1]1 walues printed inm MEUList \MEUListEx order.
Software\Microsoft\Windows \CurrentVersion‘ExploreriRecentDocs
LastWrite Time: 2023-06-28 17:585:222

T35 g = invoke—atomicredteam
T36 9 = Invoke—-AtomicRedTeam.psml
T37 T = Inmvoke—-ftomicRedTeam.psdl
T34 3 = AtomicRedTeam
T39 2 = ART—attack.p=sl
T3 & = Resources
T31 5 = PracticalWindowsForensics—cheat—sheet .pdf o
< ' - ' ' >
Search results - (10 hits) =
Egﬂearch "RecentDooc=s" (10 hits in 1 file of 1 searched) "~
— C:ZWCases\Analy=sisZWRegistry\NTUSER.DAT.txt (10 hits)
Lines : recentdocs w_ 202004927
Line : (HNTUSEER.DAT) Gets contents of user's EBEecentDoocs key
Line : RecentDocs
Line : Software\Microsoft\Windows\CurrentVersion\ExploreriEecentDocs
Line : Software'\Microsoft\WWindowsZCurrentVersion‘\ExplorerhZEecentDocsY . pdE
Line : Software\Microsoft\Windows\CurrentVersion\ExploreriEecentDocsh .psl
Line : Software\Microsoft\Windows\CurrentVersion‘\ExplorerhEecentDocs .psdl
Line : Software\Microsoft\Windows\CurrentVersion‘\ExploreriEecentDocs" . psml
Line : Software'\Microsoft\WWindowsZWCurrentVersion‘\ExplorerhZBEecentDococsh . =ip
— Line : Software\Microsoft\Windows\CurrentVersion‘\Explorer\EecentDocsFoldex o

Mormal text file length : 39,529 lines: 1,000 Ln: 728 Col: 11 Sel: 101 Windows [(CR LF) AMSI IMS




ShellBags Analysis

Analysis of shellbags is useful as it can aid in the creating a broader picture
of an investigation, providing indications of activity, acting as a history of
what directory items may have since been removed from a system, or even
evidence access of removable devices where are no longer attached. And
also store Malicious Activity.



Usrclass.txt file edit with Notepad++.

[;“f' ChCaseshAnalysishRegistny UsrClass.dat.bt - Motepad++ [Administrator]
File Edit Search Wiew Enceding Language Settings Toecls MMacre FRun  Plugins Window 7

a = o@lﬁll I:Dl |EHQH|“§_3| |§_+' E.-ELJ'—EIB-_""“E' (b
= = ] DEFAULT .t lr-JTl__ISEFl.D.-:-.T.bct ] SECURITY .t ] SOFTWARE. bt ] SAM. bet &= UsrClass.dat.bet EES‘.’STEI'-;LM

I Fames [Desktoph04]

125 Computer [Desktophli]
130 Computex’D:% [Desktop’l1l™%0%]
131 ComputerhZ:% [Desktophlh1h]
CDmpatEIKCLSIDLDesktDp [Deskto]
Computer’CL5ID Desktop \PWF-mai:
Computer’\CL5ID Desktop\PWF-mai:
Computer®CLSID Desktop \PWEF-mail
Computer’CLS5ID Desktop\PWF-mai
Computer®CLSID Desktop’\PWF-mail
Computer’CL5ID Desktop \PWF-mai:
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Usrclass.txt file edit with Notepad++.

Qf’ ChCaseshAnalysishRegistnlsrClass.dat. bt - Motepad++ [Administrator]
File Edit Search View Encoding Language Settings Tools Macre Run Plugins Window 7

H - o3| B oerauitee 3| B NTUSER.DAT. b 3 | B SECURITY .o (3 | sysTEM.be (3| soFTwaRE e 3| samabe @3 [ UsrClass.datb E3

(USECLASS.DAT) Shell/BagMRU traversal in Win7T4+ USRCLASS.DAT hives
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Manage

Share View Application Tools

Open the ShellBagsExplorer

ShellBagsExplorer

Iv This PC » SDT_xB4FREE_EM-US WHD (Z:) » Tools » Get-ZimmermanTools » ShellBagsExplorer » I

Fa

= Mame

- Cuick access

B Desktop
4 Downloads

Settings
=] LICEMSE
&' ShellBagsExplorer
=| Decuments [ ] ShellBagsExplorerfanual. pdf

&=| Pictures
Evidence
Execution
plugins
Registry

E This PC
P 20 Objects
I Deskiop
[£2] Documents
4 Downloads
J‘ﬂ Music
=| Pictures
m Videos
g SDT_x64FREE_EM
CD Drive (Dx]) Vir
= Downloads (AWWE

et

B - .

4 jtems 1 itemn selected 73.3 MEB

Date modified Type

File folder
16-04-2021 10:52 Text Document
03-10-2021 1307 Application

O7-09-2017 09:05 PDF File

Go to this path and open
ShellBags explorer.

Size

2 KB
75,113 KB
2,184 KB

Search ShellBagsExplorer

-

s

11:10
09-07-2023




Insert the UsrClass.dat
-

-‘ Select a registry hive to open. Held SHIFT to ignore dirty Registry hives

- <« Analysis » Registry w | Search Registr 2 /C)

an Created On Modified On Accesszed On First Interacted
Crganize - Mew folder == | 9

"y "y

Mame Date modified Type

@ This PC
P 30 Objects
I Cesktop

I

==| Documents
4 Downloads
J‘.‘ FMusic

MNTUSER.DAT 1G-06-2023 00:07 DAT Fi
MNTUSER.DAT Fo20232 11:02 Test Dh
SaM ) e File
SAM F-2023 1 Text D
SECURITY ) e File
SECURITY F-2023 15 Text Ch
SOFTWARE ) = _ I3 (G File
SOFTWARE F-2023 10 Text Ch
SYSTEM ! 3-2023 09: File
SYSTEM F-2023 10 Text Ch
UsrClass.dat z - 20z {07 DAT Fi
UsrClass. dat T-2023 10 Text [h wa
¥ Metwork W L >

&= Pictures

ﬁ Videos

S5DT_xb4FREE_EN

CD Drive (D:) Vir
= Dlownloads (MWW

(T P TP P T T P T

File name: | UsrClass.dat

Time zone: UTC 0 of 0 wisible

: 1112
T 9% 09.07-2003




& shelBags Explorer v1.4.0.0
File Tools Help
Value
b | a{ot | Desktop :
- -]:I- My Computer Value

a -] ':: AL:C AL:IC 5 =
Program Files (x8&) Home Folder Root folder: GUID

Shell Type MR Position Created Cn Modified On Accessed On

» Program Files My Computer Root folder: GUID

AtomicRedTeam PWF-main. zip File 2023-06-28 15: 27116  2023-06-28 15:27:30  2023-06-28 16:33:22

)
»LF  Desktop PWF-main Directory 2023-06-28 16:33:32
a Z:
aa D
Home Folder
PYWF-rniain
PWF-main £
PWF-main.zip
PWF-rnain Summary Details Hex

ShellBag items: 4

Show the output

W o

4 shellbags loaded in 0.0092 seconds Time zone: UTC 4 of 4 rows visible (100.00%5

‘UsrClass.dat' Registry hive loaded in 2.3714 seconds! 0.009
; 11:13
T U= 59072003




NTFS- File system Analysis

NT file system (NTFS), which is also sometimes called the New Technology File System, is a

process that the Windows NT operating system uses for storing, organizing, and finding files
on a hard disk efficiently

Hard Disk Structure

123 4

1st Partition 2nd Partition
1 - MBR
2 - First Partition Boot Sector
3 - Filesystem Area of 1st Partition
4 - Data Area of 1st Partiton

Simple hard drive logical parts



MEFT (Master File Table) records

Master File Table (MFT) MFT or SMFT can be considered one of the most important files in
the NTFS file system. It keeps records of all files in a volume, the files' location in the
directory, the physical location of the files in on the drive, and file metadata.



Analysis of MFT Records with MFTECmd

Wiewr

b Cut = x _J; 075 Mew item - P || open = HH select an
i - ]

v Copy path 1 | Easy access - Edit select none
Pin to Quick Copy Paste FMowve Copy Celete Rename Mewr Properties )
ACCES5S "] Paste shortcut to - to - - Ffolder - DDImrert selection

Clipboard COrganize Cpen Select

— w o A » This PC » SDT_xe4FREE_EM-US WVHD (C:) » Cases » F » w0

Fa

I Desktop - Mame Date modified Type

4 Downloads SExtend 20-06-2023 08:3 File folder

[Z=| Documents ProegramData F0-06-2023 08:3 File folder

= Ta s e =N

= | Pictures Users W 0-0e- 3 08:3 File folder

S

Caces Windows -06-2023 08:3 File folder

| | SBoot 30-06-2023 08:3 File

[ | SLegFile 30-06-2023 0d:3 File , 33

[ | SMFT 9-06 3 D5:0: File 1.14.432 KB

SSecure_55D5% ! 2-2023 05:02 File
L1

Evidence
Execution

Registry

[ This PC
P 20 Objects

B Desktop You can show MFT file in Cases folder. This
Documents file 1s use in MFT Records Analysis.

A

Downloads

Fus=ic

Videos
SDT_x64FREE_EM

Dol I T I NP o P B OHP

\ 4
)
&= Pictures
=
=

2 items 1 itermn selected 111 MB

_ 11:45
d® 5072003 o



FManage

Share View Application Tools

/ . i item - -
a4 Cut = x -—:E T Mew item v [#=] Open HH setect an

= Copy path * T | Easy access - Edit Select none
Pin to Quick Copy  Paste Move Copy Delete Rename Mew Properties

access | Faste shortcut to - to - folder Dﬂlnuert selection

Clipboard Organize Mew Open Select
— R » This PC » SDT_xB4FREE_EM-US_VHD (C:) » Tools *» Get-ZimmermanTools w | Search Get-ZimmermanTools 2

-

I Desktop - Mame Date modified Type

¥ Downloads MFTExplorer 8-06-2023 13:41 File folder
=| Documents RECmd 12-06-2023 File folder
| Pictures RegistryExplorer ! 3-2023 File folder
S5DBExplorer ! 3-2023 File folder

ShellB Expl 7-2023 File folder
Execution ellBagsExplorer ile folder O en the
SCLECd 2 -2023 13:43 File folder p

Evidence

NTFS TimelineExplorer 7-2023 05:43 File folder MFTEXplorer ln

Registry SCWEIM 18-06-2023 13 File folder Cmd
Bl This PC FE7) 1RemoteFileDetails 28-06-2023 13: CSV File '

. AmcacheParser ! 5-2023 11: Application
J 3D Objects PR

I Desktop

=| Documents

‘ Downleads

el AppClompatCacheParser 7-03-2023 1513 Application
|4 bstrings ! -2022 12:3 Application
=| Changelog 12-06-2023 13: Text Document
&y Get-ZimmermanTools 5-2023 14:2 Windows Power5s...
J‘.‘ Music & JLECmd 3-03-2023 17:06 Application
| Pictures 5@ LECrnd 3-2023 10:3 Application
B Videos [T MFTECmd 20-10-2022 13:37 Application

2 ©OT %6AFREE EM 5 PECmd 2 -2022 12 Application

[ I o T T R Y W
32 items 1 itemn selected 4.30 ME

v = RBCmd 08-2022 13: Application

05:54
02-08-2023
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Administraton: CAWWindows\System32hemd. exe

Microsoft Windows [Version 18.8.17763.737] ~

(c) 2818 Microsoft Corporation. All rights reserved. 0 g
You can go in Get-ZimmermanTools
C:\Tools\Get-ZimmermanTools>MFTECmd . exe

PeECr e path and open cmd and type this
MFTECmd wversion 1.2.2.1 Command for au helps

Author: Eric Zimmerman (saericzimmermanggmail.com)
https://github.com/EricZimmerman,/MFTECmd

Examples: MFTECmd.exe -+ "C:\Temp\SomeMFT" --csv "c:\templout” --csvf MyOutputFile.csv
MFTECmd .exe -f "C:\Temp\SomeMFT" --cswv "c:\temphout”
MFTECmd . exe -f "C:\TempiSomeMFT" --json "c:\temp\jsonout”
MFTECmd . exe -f "C:\Temp\SomeMFT" --body "c:\temp\bout”™ --bdl c
MFTECmd .exe -f "C:\Temp\SomeMFT" --de 5-5
MFTECmd .exe - "c:\tempiSomel” --csv c:i\temp
MFTECmd .exe -+ "c:\tempiSomeBoot"
MFTECmd.exe -f "c:Z\temp\SomeSecure_ 5SD5" --csv c:\temp
MFTECmd . exe -+ "c:\temp\SomeI3B" --cswv c:htemp

Short options (single letter) are prefixed with a single dash. Long commands are prefixed with two dashes

Usage:
MFTECmd [options]

Options:

-f «f> File to process ($MFT | %3 | $Boot | $5DSs | $I38). Required

-m <m> EMFT file to use when -f points to a $J file (Use this to resolve parent path im $J CSV output)

--Jjson <json>» Directory to sawve JSON formatted results to. This or --csv required unless --de or --body is
specified

--Jsonf <jsonf» File name to save 150N formatted results to. When present, overrides default name

--CSV <CSW> Directory to save CS5V formatted results to. This or --json reguired unless --de or --body is
specified

--csvf <cswvfe File name to sawve CSWV formatted results to. When present, overrides default name

--body <body:> Directory to sawve bodyfile formatted results to. --bdl is also required when wsing this option

--bodyf <bodyf» File name to save body formatted results to. When present, overrides default name

--bdl <bdl:» Drive letter (C, D, etc.) to use with bodyfile. Only the drive letter itself should be provided

--blf When true, use LF vs CRLF for newlines [default: False]

i

e

: 11:48
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Adrninistrator C\WindowshSystem 32 omd.exe

--CsSV <Csv> Directory to save CSV formatted results to. This or --json required unless --de or --body is ~
speciftied

--csvf <cswf> File mame to sawve CSV formatted results to. When present, overrides default name

--body <body> Directory to save bodyfile formatted results to. --bdl is also required when using this option

--bodyf <bodyf> File name to save body formatted results to. When present, overrides default name

--bdl <bdl: Drive letter (C, D, etc.) to use with bodyfile. Only the drive letter itself should be prowvided

--blf khen true, use LF vs CRLF for newlines [default: False]

--dd <dd>» Directory to sawve exported $MFT FILE record. --do is also required when using this option

--do <do> Offset of the $MFT FILE record to dump as decimal or hex. Ex: 5128 or 8x1488 Use --de or --debug to
see offsets

--de <de>» Dump ftull details for $MFT entry/sequence #. Format is "Entry’ or '"Entry-5eq’ as decimal or hex.
Example: 5, 624-5 or Bx278-8x5.

--dr bhen true, dump $MFT resident files to dir specified by --cswv, in 'Resident® subdirectory. Files
will be named °<EntryNumber:>-<Sequencelumber> <FileMame>_bin’

--fl=s khen true, displays contents of directory from $MFT specified by --de. Ignored when --de points to a
file [default: False]

--ds <ds>» Dump full details for Security Id from $5DS as decimal or hex. Example: 624 or 8x27©

--dt <dt>» The custom date/time format to use when displaying time stamps. See https://goo.gl/ChNVgek for
options [default: yyyy-MM-dd HH:mm:ss.f++fFF++]

--5n Include DOS file name types in $MFT output [default: False]

--f1 Generate condensed file listing of parsed $MFT contents. Requires --csv [default: False]

--at khen true, include all timestamps from 8x38 attribute wvs only when they differ from 8x1e in the $MFT
[default: False]

--rs khen true, recover slack space from FILE records when processing $MFT files. This option has no
effect for $I36 ftiles [default: False]

e Process all Wolume Shadow Copies that exist on drive specified by -t [default: False]

- -dedupe Deduplicate -+ & WSCs based on SHA-1. First file found wins [default: False]

- -debug Show debug information during processing [default: False]

--trace Show trace information during processing [default: False]

--version Show version information

-2, -h, --help Show help and usage information

_f is required. Exiting Show all option you can use in

Analysis.

C:\Tools\Get-ZimmermanTools>_

G0 : 14:08
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Administrator: CAWindows\System32hemd.exe

C:%Tools\Get-ZimmermanTools>MFTECmd . exe -f c:\Cases“WFZ“$MFT --de @
MFTECmd wversionm 1.2.2.1

Using this command gathering
Author: Eric Zimmerman (saericzimmerman@gmail.com) . . .
https://github.com/EricZimmerman,/MFTECmd the information about this file.
Command line: -+ c:\Cases\F\$MFT --de ©
File type: MftL
Processed c:%WCases\FYW&#MFT in seconds

Cc:\Cases\FY$MFT: FILE records found: (Free records: } File size: 111.8MB

Dumping details for file record with key 20600600 -00800881

Entry-seq #: @x8-8x1, Offset: 8x@, Flags: InUse, Log seq #: 8x1A155FD3, Base Record entry-seq: 8x9-8x8
Reference count: 8x1l, FixUp Data Expected: 293-88, FixUp Data Actual: 8&8-88 ee-88 (FixUp OK: )|

*ExExFx STANDARD INFO *®*%xx
Attribute #: 8x8, Size: OxE0, Content size: @Gx48, Name size: 0x0, ContentOffset 8x18. Resident:

Flags: Hidden, System, Max Version: 8x@, Flags 2: MNone, Class Id: éx8, Owner Id: 8x8, Security Id: @x188, Quota charged: Bx
8, Update sequence #: 8x8

Created On: 26823-86-29 85:82:52.1527466
Modified On: 2823-86-29 85:82:52.1527466
Record Modified On: 2823-86-29 85:82:52.1527466
Last Accessed On: 2823-86-29 @5:82:52.1527466

*2%% FILE NAME **%%
Attribute #: B3, Size: 8x68, Content size: 8x4A, Mame size: 8x0, ContentOffset 8x18. Resident:

File name: $MFT

Flags: Hidden, System, Mame Type: Doskllindows, Reparse Value: 8x8, Physical Size: 6x4888, Logical Size: 9x4888

M o =5 € m & = A T e g O
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Administrator: CAWindows\System32homd. exe

Last Accessed On: 2823-86-29 A5:082:52.1527466

**%% FTILE NAME *%%%
Attribute #: 68x3, Size: 068, Content size: 6x4A, MName size: 8x8, ContentOffset @x18. Resident:

File name: $MFT

Flags: Hidden, ctem, MName Type: Dosllindows, Reparse Value: 8x8, Physical Sirze: 8x4888, Logical Size: &x46888
Parent Entry-seq #: 8x5-8xG5

A

Created On: 2823 -86-29 A5:82:52.
Modified On: 26823 -86-29 A5:82:52.
Record Modified On: 28232-86-29 85:82:52.
Last Accessed On: 2823-06-29 B5:82:52.

Attribute #: 8x6, Size: B8x58, Content size: 8x8, MName sirFe: 8x8, ContentOffset @x8. Resident:

Mon-Resident Data

Starting Virtual Cluster #: 8x8, Ending Wirtuwal Cluster #: 8x6FBF, Allocated Size: @x6FCB888, Actual Size: 8x6FCE880,
alized Size: BxeFCOB80

DataRuns Entries {(Cluster offset -» # of clusters)

BxCa808 - Bxe7Ca

Bx 288608 - Bx 868

Attribute #: 8x5, SizFe: B8x48, Content size: 8x8, MName sirFe: 8x8, ContentOffset 6x8. Resident:

Mon-Resident Data

Initi

Starting Virtual Cluster #: @x©, Ending WVirtual Cluster #: @x4, Allocated Size: 8x56888, Actual Size: @x4988, Initialized Si

Ze: oxd4988

DataRuns Entries {(Cluster offset -» # of clusters)
Bx7BB848 - Bx5

C:\Tools\Get-ZimmermanTools>_

= o H €€ M @ o e e

28-07-2023 [:]



MFT parsing and in-depth analysis with MFTECmd

--ds <ds>» Dump full details for Security Id from $SDS as decimal or hex. Example: 624 or @x278 ~

--dt «<dt> The custom date/time format to use when displaying time stamps. See https://goo.gl/CNVgek for
options [default: yyyy-MM-dd HH:mm:ss.f+HH+H+++]

--5n Include DOS ftile name types in $MFT output [default: False]

--f1 Generate condensed file listing of parsed $MFT contents. Requires --cswv [default: False]

--at When true, include all timestamps from 8x38 attribute wvs only when they differ from 8x1® in the $MFT
[default: False]

--rs When true, recover slack space from FILE records when processing $MFT files. This option has no
effect for $I38 files [default: False]

e = Process all Volume Shadow Copies that exist on drive speciftied by -+ [default: False]

- -dedupe Deduplicate - & VWSCs based on SHA-1. First file found wins [default: False]

- -debug Show debug information during processing [default: False]

--trace Show trace information during processing [default: False]

--version Show version information

-7, -h, --help Show help and usage information

-t is reguired. Exiting

C:\ToolshGet-ZimmermanTools>MFTECmd . exe -+ c:WCases“\FA$MFT --csv c:“\Cases‘\AnalysishNTFS --csvf MFT1l.csw
MFTECmd wversion 1.2.2.1

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/MFTECmd

Using this command all
MEFT file entry store in one
file (MFT.csv) and then after

Command line: -+ c:\Cases\F\$MFT --csv c:\Cases\Analysis\NTFS --cswf MFTl.csw

File type: Mft

Processed c:\Cases \WFWEMFT in seconds . .
show the details open using
c:\Cases\F\$MFT: FILE records found: {Free records: ) File size: 111.8MBE . .
CSV output will be saved to c:\Cases\Analysis\NTFS\MFT1l.csv timeline CXpIOI‘CI‘.

C:\Toolsh\Get-ZimmermanTools>

' : 14:10
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e 2

Recycle Bin  AccessData
FTE Imager

*s '[9 | = | NTFS
K “ Home Share View

Firefox
4 Moveto - M Delete ~
_I -
| Copyto = =] Rename Mew Properties
folder -
EL BT Organize Mew Open
Event Log B - i _ :
Cases » A Els F o [N S | Search I G
By I « Cases » Analysis > NTF & | Search NTF

"~

Evidence Mame Date modified

Execution |—"_‘ MET
MNTFS 1] MFT1
Registry

Motepad++

EH This PC
§ 3D Objects Show the MFT1 file in
book B Desktop NTFS folder and open with

5 Documents Timeline Explorer.
ir Downloads
. L I 4
. 2 items 1 itemn selected y I -
User
accounts_V...

Windows Server 2019 Datacenter Evaluation
Windows License valid for 149 days
Build 177683.rs5_release.180914-1434

s — 14:20
m £ o C e ™ A B dx g g7003



& Timeline Explorer v1.3.0.0

File Toaols

MFT 1.csw

3
A
A
A
A
3
£
E
3
A
£
A
3
3
£
E
3

Tabs View Help

SMWUsersh\Denisha\Desktop\PHF-main

MUsershDenishahDesktop\PHEF-main“ PWF-main
AUsersi\Denisha\Desktop\PHF-main‘ PWF-main
SZUsers\Denisha\Desktop\PHF-main‘PWF-main
SMWUsersh\Denisha\Desktop\PHF-main PWF-main

MUsershDenishahDesktoph\PRHEF-main' PWF-main*Atomic..
AUsersh\Denisha\Desktop\PWF-main‘ PWF-main\Atomic..
A\Users\Denisha\Desktop\PWF-main‘PWF-main\Atomic..
MUsersh\Denisha\Desktop\PWF-main‘. PWF-main\Atomic..

MUsershDenishahDesktop\PHEF-main“ PWF-main

AUsersh\Denisha\Desktop\PWF-main‘PWF-main\Instal..

ZUsers\Denisha\Desktop\PHF-main‘ PWF-main

AUsersh\Denisha\Desktop\PWF-main‘. PWF-main\Resour..
MUsershDenishahDesktoph\PRHEF-main' PWF-main%Resour..
AUsersh\Denisha\Desktop\PWF-main‘PWF-main\Resour..
A\Users\Denisha\Desktop\PWF-main‘PWF-main\Resour..
AUsersh\Denisha\Desktop\PWF-main‘. PWF-main\Resour..

PWFE-main

File Name

afc

PWF-main

Investigation-roadmap.png

License.md -md

README . md -md
AtomicRedTeam YOU can ShOW any

ART-attack-cleanup.psil maliCiOUS aCtiVity and -psl
ART-attack.psl show detail, Here we _psa
PWF_Analysis-MITRE.png fiInd PWF-main script .png
PWF_Analysis-MITRE.svg because thisisrunon .svg

Install-Sysmon target System.
Install-Sysmon.psl -psl

Resources

Analysis-Notes-Template.docx .docx
PracticalWindowsForensics-cheat-sheet.pdf -pdf
Analysis-Notes-Template.docx -docx
PracticalWindowsForensics-cheat-sheet.pdf -pdt
RegRipper-plugins.csv




[ Timeline Explorer v1.3.0.0

File Tools Tabs

2635
33606
234776
113692
&

&

19183
29799684
18374
22398
2610224

View Help

2023-86-28
2023-04-27
2823-84-27
2823-04-27
2023-86-28
2023-04-27
2823-84-27
2823-04-27
2023-04-27
28023-86-28
2823-84-27
2823-86-28
2023-04-27
2023-04-27
2823-84-27
2823-04-27
2023-96-28

28023-86-28
28023 -86-28
28023 -86-28

28023-86-28
28023 -86-28
28023 -86-28
2023-86-28

28023 -86-28

20253-06-28
28023-86-28
28023 -86-28
28023 -86-28

Last ModifiedBxl1l&

2023-86-28
2823-04-27
28023-04-27
2823-04-27
2023-86-28
2823-04-27
28023-04-27
28023-04-27
2023-04-27
28023-06-28
28023-04-27
28023-06-28
20253-04-27
2823-04-27
28023-04-27
28023-04-27
20253-96-28

PWF-main

Last Modified®x36

2023-86-28
28023-06-28
28023-06-28
2823-06-28
2023-86-28
28023-06-28
28023-06-28
28023-06-28
2023-86-28

28023-06-28
28023-06-28
2023-96-28
28023-06-28
28023-06-28
28023-06-28
2023-96-28

2023-86-28
2823-86-28
2823-86-28
2823-86-28
2023-86-28
2823-86-28
2823-86-28
2823-86-28
2023-86-28
2823-86-28
2823-86-28
2823-86-28
2023-96-28
2823-86-28
2823-86-28
2823-86-28
2023-96-28




MACB Timestamps Analysis

M - Modify You can Analysis MFT file so all
timestamps are show you like all modifying

time ,Access time, creation time, last Access
A - Access time are known as MACB.

€= Changed(last Access $SMFT)

B.- (Birth) / Creation



Finding Evidence of deleted filed with USN Journal analysis

Share View

/ : e item ~ N -
b Cut < = x __:E T Mew item V| Open FH setect an

v Copy path 1 | Easy access - Edit select none
FPin to Quick Copy Paste Move Copy Delete Rename Mew FProperties .
access | Paste shortcut to - to - - falder - EF'Imrert selection

Clipboard Crganize COpen Select

— S » This PC » SDT_w64FREE_EM-US VHD (C:) » Cases » F » w | ) Search F

P

~ Mame Date medified Type

Evidence

Execution $Extend 30-06-2023 08:3 File folder

MTF5 ProgramData 30-06-2023 0&:3 File folder

ot M s e =]

Registry Users 30-06-2 :3 File folder
Windows 30-06-2023 03:3 File folder
| SBoot 30-06-2023 08:3 File
| SLDgF”E 5 A-21023 3 File
Bl Desktop ] SMFT 9-06-2023 05:02 File

| Documents | §5ecure_ 5505 ! 5-2023 05:02 File

[ This PC
P 30 Objects

Downloads

FAusic

Pictures Using this file for

Videos . .
SDT_xG4FREE_EN Journahng part.

CD Drive (D) Wir
== [Downloads (\MWWE

cF Metwork

e
2 items 1 item selected
0602

B




Manage

Application Tools

Get-ZimmermanTools

&= Pictures

Evidence

cimd

Search for "crmd"

Execution
MNTFS
Registry

E This PC
P 30 Objects
B Cesktop
Documents
Downloads
Music
Pictures
Videos
SDT_x64FREE_EM
CD Drive (D:) Vir
Systern Reservec
Local Disk (F:)
Local Disk (G2}
Downloads (ANVE

cF Metwork

L

ESViewer
Hasher
lisGeclocate
JumplistExplorer
MFTExplorer
RECmd
RegistryExplorer
SDEExplorer
ShellBagsExplorer
SCLECHd
TirmelineExplarer
HKWEFIM

] l'RemoteFileDetails

o ArmcacheParser

et AppCompatCacheParser

{4 bstrings

=] Changelog

&y Get-ZimmermanTools

& ILECmd

5¥ LECrd

% MFTECmd

5 PECrnd

32 items 1 item =selected 4.30 ME

13-06-2023

18-05-2023 14:2

13-02-2022 17:

04-03-2023 10:

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
C5WV File
Application
Application
Application
Text Docurment
Windows Powers...
Application
Application
Application

Application

Search Get-ZimmermanTools

MFTFcmd open

12:27

=

L
Tl = 09-07-2023




Adrninistrater: ChAWindowshSystem 32 ocmd. exe

MFTECmd [options] -~
Options:

- «<F> File to process ($MFT | %7 | $Boot | %5SDs | $I3©). Required

-m <m> $MFT file to use when - points to a $J file (Use this to resolve parent path in $J CSV output)

--Jjson <jsoni Directory to sawve JS0ON formatted results to. This or --csv required unless --de or --body is
specified

--jsont <jsonf> File name to save 150N formatted results to. When present, overrides default name

--CSW <CSV» Directory to save CS5V formatted results to. This or --json required unless --de or --body is
specified

--Ccswf <csvf>» File name to save CSV formatted results to. When present, overrides default name

--body <body>» Directory to save bodyfile formatted results to. --bdl is also required when uwsing this option

--bodyt <bodyf> File name to save body formatted results to. When present, overrides default name

--bdl <bdl> Drive letter (C, D, etc.) to use with bodyfile. Only the drive letter itself should be provided

--bl+ khen true, use LF wvs CRLF for newlines [default: False]

--dd <dd>» Directory to save exported $MFT FILE record. --do is also required when using this option

--do <do>» Offset of the $MFT FILE record to dump as decimal or hex. Ex: 5128 or 8x1488 Use --de or --debug to
see offsets

--de <de:x Dump fwll details for $MFT entry/sequence #. Format is "Entry' or "Entry-5Seq’ as decimal or hex.
Example: 5, 624-5 or 8x278-8x5.

--dr khen true, dump $MFT resident files to dir specified by --csv, in "Resident’ subdirectory. Files
will be named '<EntryNumber:-<{SequenceNumber»>_ <FileMame>.bin"

--fl= khen true, displays contents of directory trom $MFT specified by --de. Ignored when --de points to a
file [default: False]

--ds <ds>» Dump fwull details for Security Id from $5DS as decimal or hex. Example: 624 or 8x278

--dt <dt>» The custom date/time format to use when displaying time stamps. See https://goo.gl/CNVgek for
options [default: yyyy-MM-dd HH:mm:ss . ]

--=n Include DOS file nmame types in $MFT output [default: False]

--f1 Generate condensed ftile listing of parsed $MFT contents. Requires --csv [default: False]

--at When true, include all timestamps from @x38 attribute wvs only when they differ from 8x1@ in the $MFT
[default: False]

o When truwe, recover slack space from FILE records when processing $MFT files. This optionm has no
effect for $I38 files [default: False]

--wss Process all Wolume Shadow Copies that exist on driwve specified by -+ [default: False]

--dedupe Deduplicate -+ & VSCs based on SHA-1. First file found wins [default: False]

--debug Show debug information during processing [default: False]

--trace Show trace information during processing [default: False] o

8 ~° =55 €€ m e 0 E E = e m-]ﬁifuza L]




Administrator: CYWindowsh System32hcmd.exe

- -dedupe Deduplicate -+ & VSCs based on SHA-1. First file found wins [default: False] a
--debug Show debug information during processing [default: False]

--trace Show trace information during processing [default: Falsel]

--version Show wersion information

-?, -h, --help Show help and usage information

-f is required. Exiting

C:\Tools\Get-ZimmermanTools>MFTECmd.exe -f C:\Cases \F\$Extend %] -m C:“\Cases\F $MFT --cswv C:“CaseshAnalysis\NTF51
MFTECmd version 1.2.2.1

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https:/f/github.com/EricZimmerman/MFTECmd

Using this command use
for store the all journal
file in one folder.

Command linme: -f C:%\Cases\F\$Extend“$] -m C:%“Cases“\FWHMFT --csv C:\CaseshAnalysis\NTF51

[k}

File type: UsnJournal
Processed C:\Cases \FWEMFT in seconds
C:%Casesh\F\%MFT: FILE records found: {Free records: } File size: 111.8MB
Path to C:\Cases\Analysis\NTF51 doesn't exist. Creating...

CsV output will be sawved to C:\CaseshWAnalysis\NTF51\282387@91232228 MFTECmd_$MFT_Output.cswv
Processed C:ZCases\F\WEExtend\%J in seconds
Usn entries found in C:\Cases\F\$Extend\$J:

CsV output will be saved to C:%\Cases\Analysis\NTFS1428236789123248 MFTECmd_%$J Output.cswv

C:\Tools\Get-ZimmermanTools>g

o
-
|

| |

[ | ]
o
il

- : . 12:33
e m o - §-J ! ~ T de g grapz




+ | MTFs1
Home Share View

w » This PC » SDT_x64FREE_EM-US_VHD (C:}) » Cases »* Analysis » NTFS1 Search MTF51

s
=| Pictures L Mame Date modified Type

Evidence (&) 20230709123220_MFTECmd_SMFT_Qutput  09-07-2023 12:32 CSV File
Execution (7] 20230709122240_MFTECmd_%)_Output 09-07-2023 12:32 CSV File
MTFS

Registry
[ This PC
P 30 Objects

B Desktop
[Z] Documents

n'r Downloads . .
D Music Show the Two file auto created and gather the information deleted file.

&= Pictures

B Videos

1 S0T_x64FREE_EM
CD Drive (D) Vir
Systern Reservec
Local Disk (F:)
Local Dnsk (G:])
Downloads (WOWWE

¥ Metwork

ot
2 items 1 itemn =selected 49.2 MEB

12:37

»
= s 09-07-2023 I:-l




& Timeline Explorer v1.3.0.0
File Tools Tabs View Help

20230709123240_MFTECmd_§1_Output.csv
C'C'l umn header here to

Mumber

4

ChCaseshAnalysis\NTF51,20230709123240_MFTECmd_5) Output.csw

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

e

Mumber

22959408
22959536
22959664
22959792
22959920
22960048
22960176
22960384
22960432
22960560
22960688
22960824
22961000
22961168
22961384
22961480
2291047

HardLinkChange|Close
HardLinkChange|Close
HardLinkChange|Close
HardLinkChange|Close
HardLinkChange|Close
FileDelete|Close
FileDelete|Close
FileDelete|Close
FileDelete|Close
FileDelete|Close
HardLinkChange|Close
FileDelete|Close
FileDelete|Close
HardLinkChange|Close
FileDelete|Close
FileDelete|Close

Hardl inkChancelClase

Total lines 2,43,185

Visible lines 2,43,18

Arct
Arck
Arck
Arct
Arck
Arck
Arck
Arct
Arck
Arck
Arct
Arck
Arck
Arct
Arck
ArchH™

;

Open files: 1 Ef; Search options

12:40
09-07-2023

[



Share Wieww

» This PC » SDT_x64FREE_EM-US_|

= Pictures = Mame

Evidence UsrClass.dat

UsrClass.dat
SYETEM
SYSETEM
SOFTWARE
SOFTWARE
SECURITY
SECURITY
SARA

SAR
MTUSER.DAT
MTUSER.DAT
DEFALILT
DEFALILT

Execution
MTFS
Registrny

@ This PC
P 20 Objects
[ Decktop
Docurments
Downloads
Music

Pictures

=
L]
=
L]
=
L]
=
L]
=l
L]
=
L]
=
L]

Bl Videos
SDT_x64FREE_EM
0 Drwee (D) Vir
Systern Reservec
Local Disk (F:)
Local Disk (G:)
Downloads OWOWWE

=F Mebwork

b

14 items 1 itermn selected 10.7 ME

Evidence of Execution

1. BAM ( Background Activity Moderator)

& Reqgistry Explorer w1.6.0.0
File Tools Options

Available bookmarks {0,/0)

Bookmarks (0/0) WView Help

Registry hives {0)

# values # subkeys Last write timestamp

Load the system hive
in Registry Explorer

Values

Value Mame

T | af@lc

Please Wait
Loading ...

Type viewer




@ Registry Explorer v1.6.0.0
File Tools Options View

Registry hives (1) Available bookmarks (29/0)

14d36e972-2325-11ce-bfc1-08002be 10313}
{53f56307-b6bf-11d0-94f2-00a0c3 1efhBb}
16bdd 1fc5-810f-11d0-bec7-08002be 20921}
AppCompatCache
bam
State
UserSettings
5-1-5-13
€

Bookmark information
Hive

Category

Mame

Key path

Short description

Long description

Value type

Values BamDam

Program

AAC

Microsoft, Windows, ShellExperienceHost_ow5n 1hZ2tboyew

W

MicrosoftWwindows. Client. CES_owSn1hZboyewy

\Device\Harddiskvolume 2\Windows\System 32\applicatio
nFrameHost.exe

windows.immersivecontralpanel_cwSn 1hZ2boyewy
Microsoft, Windows, SecHealthUL_owSn 1h2boyewy
Microsoft. XboxGamingOverlay_8wekyb3d8bbwe
\Device\Harddiskvolume 2YWWindows\System32Yomd. exe
\Device\HarddiskVolume 2YWindows\System32\WindowsP
owershellyw 1.0\powershell. exe

Microsoft. MicrosoftOfficeHub_8wekyb3dabbwe
Microsoft. WindowsStore_gwekyb3dabbwe

\Device\Harddiskvolume 2\Windows\System32Ynotepad. e
HE

\Device\HarddiskvVolume 2\Windows\System 32\WBoxTray.
ENE

Total rows: 17

Type viewer

Execution Time

2023-06-28 18:13:52

2023-06-28 18:13:50
2023-06-29 007146

2023-06-28 18:13:50
2023-06-28 16:47:51
2023-06-28 16:32:42
2023-06-28 16:32:49
2023-06-29 08:05:08

2023-06-29 09:07:46
2023-06-29 08:13:07
2023-06-28 17:58:27

2023-06-29 09:07:43

Value name |".l'ersi-:|n

|RE5|DW|:|r|:|

Key: ControlSetD01\Services\ bam\Statel UserSettingsh5-1-5-21-3331464962- 214734631 -3394824829- 1001 Value:
Selected hive: SYSTEM Last write:

Version | Collapse all hives

9-06-2023 09:07:46 +00:00 19 of 19 values shown (100.00% Hidden keys: 0 1




= | Registry

Home Share

v »
&=| Pictures
Evidence
Executicon
MTFS
Registry

= This PC
g 30 Objects
I Desktop

= Docurnents

lr Downloads

J‘! Pusic

= | Pictures

B Videos

o DT _xB4FREE_EM
CD Drive (D) Vir
System Reservec
Local Dhisk (F:)
Local Dhsk (G:)
Downloads (OAWWE

oF Metwork

14 itermns

This PC » SDT_xB4FREE_EM-US_VHD (C:) *» Cases »* Analysis »

L]

W

View

Mame

=| UsrClass.dat
|| UsrClass.dat
—| SYSTEM

] SYSTEM

= SOFTWZ

| SOFTWA

=| SECURIT

|| SECURIT

= sam

] SAM

=] NTUSER

] NTUSER

=| DERALILT

|| DERALILT

1 item selected 372 KB

Open

Print

Edit

Edit with Motepad++
Share

Open with

Restore previous versions
Send to

Cut

Copy

Create shortcut
Delete

Rename

Properties

Date modified

Registry

Type

Text Docurment
DAT File

Text Document
File

Text Document
File

Text Docurment
File

Text Document
File

Text Docurment
DAT File

Text Document
File

System.txt file edit with
Notepad++.

11,008 KB
2,476 KB
68,608 KB
4 KB

32 KB

8 KB

&4 KB

39 KB
1,024 KB
16 KB
312 KB

Search Registr

T de

13:09
09-07-2023

I




Qi' ChCases\AnalysishRegistnA\SYSTEM et - Motepad++ [Administrator]
File Edit 5Search View Encoding Language Settings Teocls Macre Run Plugins  Window 7

@

s | & On W | K ETEEY ERERRE®=| 3

E-1 @3B oerauitoe @B NTUsERDAT.o¢ 3 |[E sEcurITY.oe 3| soFTwaRE bt 3| samaoe @ | UsiClass.datbe (3 [=] SYSTEM.b¢ E3

Fending Eename OCperations2 : CurrentControlSethControliySession ManagerPendingFileRenameOperationsz2

bam w.20200427

B B OB =
|

[

By B B (N

By BY BY BY (N0

1
2
2
2
2

o I T

£

oy, rares I1les from System hive BAM Services

0E—28 1l6:23:05Z — “\Device\HarddiskvolumeZ2'\Windows'\System3iZ\oobe\FirstLogoninim. exe

314649c2-214784631-3394824825-1000
120:23Z - ZDevice\HarddiskVolume2\Windowshexplorer.exe
120:232 - Microgoft.Windows.CloudExpericenceHost cowinlhlZtryewy
120:222 - MicrosoftWindows.Client.CBS cwonlhl2txyewy

314649562-214784631-33594824825-1001

08:07:45Z — A\Device\HarddiskVolune2h\Windows\explorer .exe

09:07:462Z — Microsoft.Windows.StartMenuExperienceHost cwiSnlhl2txyewy
09:07:462Z - Microsoft.Windows.S5Search cwinlhlZtxyewy

18:13:522 — Microsoft . Windows.ShellExperienceHost cwonlhZtxveww

SR IV Yo

Search results - (12 hits)

| —|Search "bam"
C:\WCases\Analy=is\Registry\SYSTEM. txt (12 hits)

Line
Line
Line
Line
Line
Line
Line
Line

£

(12 hit=s in 1 file of 1 =earched)

bam v.20200427|
[(Sy=tem) Parse files from System hiwve EBLM Services
Hame = bam
Display = ExSyztemBootii\syvstem3Z2hdriversi\bam.svs, —-100
ImagsPath systen32hdrivers\bam. svs
23-06-29 08:01:14Z,BasicDisplay, , "SystemRooth\System32 \DriverStorehZFileRepositoryvibasicdisplay.inf amde4 €5:
23-06-29 08:00:59Z, BasicRender, ,\SystemRoot \System32\DriverStore\FileRepositoryvi\basicrender.inf amdé4 df45c
16:04:29Z,bam, B:S5vstemBoot3\svstem32\driversibam.svs;—100, svstem32\driversibam.svs,Eernel driver,= ¥

Mormal text file

length : 3,281,631 lines: 7,241 Ln:427 Col:1 Sel: 161 Windows (CR LF) UTF-8

L
?;] I 09-07-2023



2. AppCompactcache Analysis/Shimcache

The shimcache is a Windows registry entry that records metadata
about executed applications, including timestamps and filenames.



Share

Pin to Quick Copy Paste

dCCess o |

Clipboard

“— R » This PC » SDT_x64FREE_EM-US_VHD (C:)

Evidence ~

Execution
MNTFS
Registry

@ This PC
P 30 Objects
I Desktop

= Docurments

4 Downloads

gy Cut

= L1

Manage

View

Copy path
kowve

Fa

Mame

MFTExplorer
RECmd
RegistryExplorer
SDBExplorer
ShellBagsExplorer
SCLECmd
TimelineExplorer
HWFIM

[T "!'RemoteFileDetails

AmcacheParser

Application Tools

4-‘4'><'—:E

Copy Delete Rename

Paste shortcut to - to -

J'! PAusic

et AppCompatCacheParser

=/ Pictures

B Videos

i SDT_xBAFREE_EM
CD Drive (D) Vir

== [lownloads (MWW

oF Metwork

o

32 itemns

1 itemn selected 4.41 MEB

T DELnngs
=| Changelog
&y Get-ZimmermanTools
& JLECmd
I5® LECmd
¥/ MFTECmd
& PECmid
E RBCmd

Get-ZimmermanTools

Mew
folder

75 Mew item -
~ |

T | Easy access ~

Mew

Drate modified

F_ N

)

e P ]

1a

T T s e I |

10

1D

13 _ NG

5]

-

-

13:41
13:41
13:42

} 13:42

. |"‘.."'.,:

3 13:43
3 05:43
3 13:44
3 13:44
3 11:49

e

no

(il W e

1513

13:

Properties

Cpen

Type

File folder

File folder

File folder

File folder

File folder

File folder

File folder

File folder

C5W File
Application
Application
Application
Text Document
Windows PowerS...
Application
Application
Application

Application

Application

[m=] Open -

HH select an

Select none
DD Invert selection
Select

Search Get-ZimmermanTools

w | O

Using this location
open this file 1n cmd.

1618
02-08-2023

s




Go to the Appcompatcacheparser.exe in cmd

Microsoft Windows [Version 18.6.17763.737] -~
(c) 2818 Microsoft Corporation. All rights reserved.

[ |
$C AZTools\Get-ZimmermanTools>*AppCompatCacheParser. exe

Description:
AppCompatCache Parser version 1.5.8.6

s. Author: Eric Zimmerman {(saericzimmermanggmail.com)

https://github.com/EricZimmerman/AppCompatCacheParser
Event

Exple Examples: AppCompatCacheParser.exe --csv c:\temp -t -c 2
AppCompatCacheParser.exe --csv c:\temp --csvf results.cswv

Short options (single letter) are prefixed with a single dash. Long commands are prefixed with two dashes

Usage:
AppCompatCacheParser [options]

=

8

m
mam ;T3

Options:

- <f> Full path to SYSTEM hive to process. If this option is not specified, the live Registry will
boo be used

--csv <cswv> (REQUIRED) Directory to save C5V formatted results to. Be sure to include the full path in double guotes

-—csvt <csvf> File name to sawve CSV formatted results to. bWhen present, overrides default name

--C <C>» The ControlSet to parse. Default is to extract all control sets [default: -1]

-t Sorts last modified timestamps in descending order [default: False]

--dt <dt>» The custom date/time format to use when displaying time stamps. See https://goo.gl/CNvgek for

b

Use:

CEELL Windows Server 2019 Datacenter Evaluation

Windows License valid for 173 days
Build 17783.rs5_release.180914-1434
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Create the folder Execution in Analysis and run this command and store the output in Execution folder.

g-)
[ |

Recycl
--C £C> The ControlSet to parse. Default is to extract all control sets [default: -1] ~
-t Sorts last modified timestamps in descending order [default: False]

g --dt <dt>» The custom date/time format to use when displaying time stamps. See https://goo.gl/ChNvgek for

) options [default: yyyy-MM-dd HH:mm:ss]

Firef  __pn1 When true, ignore transaction log files for dirty hives [default: False]
- -debug Show debug information during processing [default: False]
--trace Show trace information during processing [default: False]
--wversion Show wversion information

'. -?, -h, --help Show help and usage information
Event
Explc

C:\Tools\Get-ZimmermanTools>AppCompatCacheParser.exe -f C:\Cases‘\Analysis\Registry\SYSTEM --cswv C:\Cases\Analysis\Execut

ion
ﬁﬁuppinmpatiache Parser version 1.5.8.8

NotepsAuthor: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/AppCompatCacheParser

Command line: -+ C:\Cases\Analysis\Registry\SYSTEM --csv C:\Cases\Analysis\Execution
!Prncez—‘.z—‘.ing hive 'C:\Cases\Analysis\Registry\SYSTEM®
boc

Found cache entries for Windowsl18C 11 in ControlSetgel

Results saved to 'C:\Cases‘\AnalysishExecutionh282367685861123 Windowsl18C 11 SYSTEM AppCompatCache.cswv’

U“F:ETﬂﬂlSEGet—EimmermanTﬂﬂls} W
(]

Scconnd= N Windows Server 2019 Datacenter Evaluation

Windows License valid for 173 days
Build 17783.rs5_release.180914-1434
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’

Recycle Bin

‘ V] Execution
! ' Share
7]

View

/‘-

Name

0230705061123_Windows10C_11_SYSTE...

Show the file in Execution

folder.

<

Firefox ¢ v <« Cases > Analysis > Execution
Evidence £
.
plugins
. Registry
Event Log
Explorer  This PC
@ 3D Objects
I Desktop
=] Documents
Notepad++
< Downloads
J\. Music
. & | Pictures
DOLK B Videos
L SDT_x64FREE_EN
CD Drive (D:) Vir
- v
User

accounts_V...

o)

i
D
»
P
E

e R =

Windows Server 2019 Datacenter Evaluation
Windows License valid for 173 days
Build 17763.rs5_release.180914-1434
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& Timeline Explorer v1.3.0.0 Output Show ln Tlmellne
File Tools Tabs View Help EXPIOI'GI'

20230705061123 Windows10C_11 SYSTEM_AppCompatCache. csw

Last Modified Time UTC
2021-18-86 13: C:\Windows\system32\s
PEEE0REY9 BPBBa564b2739¢
80000009 000bBEa20000
80000009 000100061097
800006029 000cesTabboy
PP0a0RRS ApRbasftteeasy
2023 -86-29 : : C:%WProgram Files“Wind
PPEERRR9 ARRTERGE3IACE2Y
BEE88889 a8l12096184col
2023-86-29 : : C:\ProgramData\Microsq
2023-86-29 : : C:\Program Files‘\Windjs
80000009 00015a0cP07 9
2023-86-29 : : C:\Program Files\Wind
EP0a0RES ARRbasRREEBEY
BE08889 a8 l5a8caB T 9l
PPEERRR9 BRRAABICcI3T T
BR8R8a9 a7e7272e697 al
2023-86-29 : : C:\Program Files‘\Windjs
80800089 @@@b@Q@@@@@%!

O 0~ s W e
W M~ AN s W RS

[
[
[
o

S R O
NN R WN
R
Bown B W N R

[
a
[
=

1
1
1
1
1
1
1
1
1
18 1
1
1
1
1
1
1
1
1
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&

File

]

=Hl

Edit
=

Search View Encoding Language Macre  Run Window 7

s ls @ | & 0o |

| Bl perauLT .0t 3| NTUSER.DAT 6t

Settings

Tools
| #8 Mm% x|

| securiTY 6t

Plugins

]E SAM. bt

| B soFmwaRrE.o

EEERRe®| @
lEUsrClass.clat.tﬂ

[b]
=] sYSTEM.bt E3

£

appcompatcache wv.202205921
(Sy=stem) Parse files from System hive ApplompatCache

ControlSetl0lMNControlhSession Manager\LAppCompatCache
LastWrite Time: 2023-06-29 059:08:052Z

Signature: 0(0x34

SIGH.MEDITA=AI1AReDZ23 VirtualBox-7.0.8-156879-Win.exe
QOOoQ0Oo0 Q002a41 723290000 QODad0004 Tha Qoo 8664 Microsoft.UI. X
QOoOoQ0os QOOS0TFT 720740000 Q000a000045e30000 8664 Microsoft.Wind
C:ZwWindows\system3ZWwevtutil.exe Z2021-10-0&6 13:52:38
C:\WindDWE\SyStenﬂppskﬂicrﬂsnft.Winduws.5tartHEﬂuExperienceﬂnst_cwEnlhEtxy
QOOo000k 03e84a6l03L££0000 QO0aQQ0oQD000000 Sco4g Microsoft.Wind
Ci:ZvWindows\svstem3IZ\Musllotification.exe 2021-10-0& 1l3:52:39

C:WProgram Files‘\Windowshpps'\Microsoft.Xboxbpp 4948.45.31001.0 =64 Swekyb3d
C:\Windows\systen32\wbhem\wniprvse .exe 2021-10-06 13:52:41
QO0Oo000%S 0T7eT7272e69T7a0000 000a00004a2640000 Bec4d
QoOoOoo0osg O00eQQQQTELZO000 QOO0adQQoZ2TI3a0 000 Bee4d Microsoft.VCLi
C:\Windows'\Microsoft . HET\Framework'\v4.0.30319\HGenTask.exe Z021-10-0& 133
C:%WProgram Files (xZ6)\Microsoft\EdgelUpdate’,Inztall\{175CC46%—-9B9D-4132—-59H
C:ZWindows\system3Zhoobe\FirstLogonfinim.exe Z01%9-1Z-07 0%:0%:05
C:ZWindows\Syvstem3Z\mobsyno.exe Z01%-1Z-07 02:09:47
QOOoQ0Oo0 QOOZ2Z000273480000 QO0aQOQo2T410000 8664

2023-08-26 05:568:58

Microsoft.Wind

Microsoft .HNET.

C:ZwWindows\svystem3zZhSearchFilterHost.exe Z2Z021-10-06 13:52:31

Find

Find Replace Findin Files Find in Projects  Mark

Find what:

[ 1n selectig

System hives
edit with
Notepad++

[] Badeward direction
[1mMatch whale word only
[ Imatch caze

Wrap around

Search Mode
() Mormal
() Extended (\n, ', \t, \0, %c...)

) Regular expression . matches newline

QOO0000k 000a00004ael03ff Q000ad0004ael03fL Soco4g
C:ZwWindows\svstem3zZhosk.exe Z2019-12-07 0%:08:43
C:wWindows\svyvsten3iZ\whemunzecapp.exe 2Z021-10-0& 13:52:05
C:\Windows'\system3Z\cleanmgr.exe 2021-10-06 1l3:53:34
QOOoOQDos 3efl3T7EeS3ccQOOD QQDad0004ThEaQOon So64q
QO0Oo000%S Q00eQQQQTELZO000 O00ad0Q0Z2TI3a0 000 Bec4d
QoOoOoo0osg OQD15a0cQO7a0000n 000a00004a640000 Bee4d

Microsoft

Microsoft.
Microsoft
Microsoft

Windows.ShellExperienceHost

Office.OnelNote
WCLibks.140.00 . TWPDesktop
YourPhone

cwonlh2Ztxyvewy

Swekyb3dikbbhwe
Bwekyb3dikbbwe
Bwekyb3dikblbwe

Mormal text file

length : 3,81,631 lines: 7,241 Col:15 Sel:14]1

Windows (CR LF) UTF-8




3.Analyzing the Amcache with AmcacheParser

AmCache. hve is a Windows system file that is created to
store information related to program executions. The
artifacts in this file can serve as a huge aid in an

investigation, it records the processes recently run on the
system and lists the paths of the files executed.



Load the Amcache.hve on Registry Explorer

Share View

» This PC » SDT_x64FREE_EM-US_VHD (C:) » Cases *» F » Windows » AppCompat * Programs Search Programs

s

~ Mame Date modified Type Size

# Cuick access
B Dresktop
l' Downloads

[Z£] Documents

=] Pictures @ Registry Explorer v1.6.0.0

| | Amcache.hwve 29-06-2023 09:07 HWVE File

Evidence File Tools Options Bookmarks (0/0) WView
Execution Registry hives (1) Available bookmarks (0,/0) Values

MNTFZ -
Find
Registry Value Mame Value Type Value Slack I= Deleted
Key name # values # subkeys Last write timestam

Bl This PC ¥ | Aflc AEJc AL AEJc ||

T ALAC = 5 5
J 3D Objects 2 @ C:\Cases\F\W = o b | CreatingCommand  RegSz “C:WVrogram File...  2D-00-32-00-49-_

B Desktop » [ i {11517B7C... : 1 2023-06-28 17:12:

CreatingModule Regsz C:Wiindows\SY5S ...

¥ | v Assocated de... (n]
E| O t :
= ocuments

l' Downloads

J‘l Pusic

= | Pictures

B Vvideos

E S50T_x64FREE_EM
CD Drive (D:) Vir

= [ownloads M\MWE

ot

1 item selected 1

: 16:38
¥ 9% 5907203




@ Registry Explorer v1.6.0.0

File Toels Options Bookmarks (0/0) WView Help

Reaqistry hives (1) Available bookmarks (0/0) Values Armcache-InventoryaApplicationFile

Find

Key name # values
C =
4 P C\Cases\F\Windows\AppCo...
a (11517B7FC-EFD-4220-961B-75...
Root
DeviceCensus
DriverPackageExtended

InventoryApplication

- o = LT

appinstaller.exe |c73adf ...

appinstallerelev |agacad . .
appinstallerpyth |6 7732a. ..
calculator.exe |724543ch
codecpacks. heif, | Fdeccd ...
codecpacks, vp9.e|g86ed.
codecpacks.webp. |daa3. ..
compattelrunner. |732ad...
cookie_exporter, 21269 ...
cookie_exporter., [21014. ..
cookie_exporter. |[c1715..

cortana.exe |[d5%bh%eeel. .

Key: RoothnventornyApplicationFile

Selected hive: Amcache. hve Last write:

2023-06-29 08:12:32

Timestamp

2023-06-290...

2023-06-290...

Total rows: 128

Type viewer

Path

AL:AC

c\program
fileswindowsap
psmicrosoft. mi
crosoft3dviewe
r_e.190s,. 2042,
0_x64_ Sweky
b3dabbwe\3dwi
ewer.exe

c:\program
fileswindowsap
ps'microsoft. de
sktopappinstall
er_1.0,30251.0
_we4_ awekyb
3d8bbwe\appin
staller.exe

c:\program
fileswindowsap
psmicrosoft.de
sktopappinstall
er_1.0,30251.0
_wad_ Bwekvb
R I o

Binary viewer

AL:AC

IDViewer ,.exe

AppInstaller.ex
e

AppInstallerEle
vatedAppServic
eClient. exe

Product Mame
AL:AC

view 3d

microsoft appx
click handler

microsoft appx
click handler

Publisher
AL:AC

microsoft
corporaton

microsoft
corporation

microsoft
corporation

Version

C

1908, 2042.0

.0.1901. 2500

.0.1901. 2500

SHA1
e [=

eel5fa1b330d2e
755d8028echdas
Socfieas 1813

828d5cf25052ad
0686636867130f

S5asffab71a83

935407d4adodss
8f297d5231daff
a332931443f56

Value name

|'n."u'riteP'ermissi-:-n5Ched¢

Value type

2 of 2 values shown (1

My o
LELR RN L =]

|REQD'.I‘-.'DFE|

Load complete

Value:

WritePermissionsCheck

Collapse all hives

Hidden keys: 0

F1 s

17:06

09-07-2023 I:J
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Manage

Share i Application Toals

& Arsenal Image Mounter

File Bitlocker Advanced Help

ZAEvidence\{0926ccea-did 7-4e08-bd93-7a85bd 797974} _copy.vhd
Q Mount Points: E-\, F:\, G\

Launch VM feature
1s disable

ARSENAL RECON

=] Dhisclhils.Lem.dll Zo-02-2023 17:04 Application extens..

— Local Disk (FN i
53 items 1 item selected 493 I{E!

05:28
K
= A= 10-07-2023




Go to the target system and Download the Amcache in link https://ericzimmerman.github.io/#!index.md and open
cmd with Run as a Administrator.

Administrator: Command Prompt

Microsoft Windows [Version 18.8.19844.1288]
B{(c) Microsoft Corporation. All rights reserved.

C:\Windows\system32>cd C:‘\UsersiDenisha\Desktop
C:Zsers\Denisha\Desktop>dir
Volume in drive C has no label.

Volume Serial Number is 4AFS-0051

Directory of C:\Users\Denisha\Desktop

B5-87-2823 1489 <DIR>»
B5-87-2823 1489 <DIR>» .-
B85 -87-2823 14 :689 <DIR> AmcacheParser

5 -B7-2023 14:03 4,515,977 AmcacheParser.zip
2B8-856-2823 23:14 <DIR> PHF-main
28-B6-2822 23:13 2,619,224 PWF-main.zip

2 File(s) 7,126,281 bytes

4 Dir{s) 31,148,974,880 bytes free

C:ZWUsersh\Denisha\DesktoprAmcacheParser -+ C:\Windows‘appcompat\Programsiamcache.hve --csv amcache/
"AmcacheParser’ is not recognized as an internal or external command,
operable program or batch file.

C:\Users\Denisha\Desktop:>dir
Volume in drive C has no label.
Volume Serial Number is 4AFS-9951

cacl Directory of C:M\Usersi\Denisha\Desktop

S L R A W LR
Windows License valid for 82 days
Build 19041.vb_release.191206- 1406

- 21:45
@ B @B m T Brain. ~ @M e on .




Administrator: Command Prompt

4 Dir{s) 31,229,493,248 bytes free

'C:kUSEFS\DEhiShE\DESktGp>Amcachepar59r.Exe - C:ZWindowshappcompat\Programsi\Amcache . hwve --csv amcache/
AmcacheParser version 1.5.1.8

Suthor: Eric Zimmerman (saericzimmerman@gmail.com)
https://github. com/EricZimmerman/AmcacheParser

Command line: -+ C:i\Windowshappcompati\Programsiamcache.hwve --csv amcache/

Two transaction logs ftound. Determining primary log...

Primary log: C:\Windows)appcompat\ProgramsiAmcache.hve LOG1l, secondary log: C:h\eindows‘\appcompat\ProgramsiAmcache hwe.LO
G2

Replaying log file: C:\Windowsh\appcompat\Programsi\Amcache.hve.LOG1

Replaying log file: C:\Windows)\appcompati\ProgramsiaAmcache.hwe. LOG2
At least one transaction log was applied. Sequence numbers have been updated to @x@82F. New Checksum: 8x228DD2589
"C:i\WindowshappcompathProgramshAmcache.hve® is in use. Rerouting...

Two transaction logs found. Determining primary log...

qPrimary log: C:\Windows‘\appcompat\Programsi\Amcache.hwve. L0Gl, secondary log: C:\Windows\appcompat\Programsi\Amcache.hwve . LO
G2

Replaying log file: C:A\Windowshappcompati\Programsi\Amcache.hwve.LOG1

Replaying log file: C:\Windowsh\appcompat\Programsi\Amcache.hve.LOG2

At least one transaction log was applied. Sequence numbers have been updated to 8x882F. New Checksum: 8x28DDE5S89

C:\Windowshappcompati\ProgramsiAmcache.hve is in new ftormat!

Total file entries found:
Total shortcuts found:
Total dewvice containers fowund:

R A W B A Bk R e b R e e ek

Windows License valid for 82 days
Build 19041.vb_release.191206-1406

- 21:44
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All File create in Amcache folder. Amcache folder copy the main pc and open with
excel and show the output.

amcache

Share View

« Desktop » amcache Search amcache

e Mame Date medified Type

## CQuick access

I Cesktop
lr Downloads

20230706214236_Amcache_DeviceContai... 08-07-2023 21:42 CSV File
20230706214236_Amcache_DevicePnps.csv  06-07-2023 21:42 S5V File
20230706214236_Amcache_DriveBinaries.... 08-07-2023 21:42 CSV File
= Documents 20230706214236_Amcache DriverPackag... 06-07-2023 21:42 C5W File
i=| Pictures 20230706214236_Amcache_ShortCuts.csv 06-07-2023 21:42 CSV File
J‘a Music 20230706214230_Amcache_Unassociated... 0e-07-2023 21:42 C5Y File

m Videos

& Onelrive

AWl = This pC All file paste in main pc.
P 30 Objects

B Desktop
=] Deocuments
lr Downloads
J'ﬂ Music

&= | Pictures

i Local Disk ()
&A  CD Drive (D2 Vir R P U P

- R — > Windows License valid for 82 days

b items E - Build 19041 .vb_release.191206-1406

— ) o 21:48
- .© Type here to search ' 2FAT o B BRI




[ = | amcache _ -

File Home Share Wiewr ﬂ'
— i » This PC » Downloads » amcache w | O Search amcache =
Marme - Date medified Type Size
7 CQuick access
I Desktop [@ 20230706214236_Amcache_DeviceContai... 06-07-2023 21:42 Microsoft Excel C... 3 EKE
!@I 20230706214236_Amcache_DevicePnps 06-07-2023 21:42 Microsoft Excel C... 27 KB
¥ Downloads 33| 20230706214236_Amcache_DriveBinaries 06-07-2023 21:42 Microsoft Excel C... 107 KB
= Deocuments !@I 20230706214238_Amcache DriverPackages 06-07-2023 21:42 Microsoft Excel C... 1 KB
=| Pictures E@I 20230706214236_Amcache_ShortCuts 06-07-2023 21:42 Microsoft Excel C... 2 KE
AR !@I 202307068214236_Amcache Unassociated... DE-07-2023 21:42 Microsoft Excel C... 15 KB
43
49
Screenshots
@ OneDrive All file shown in main pc and open with
I This PC excel.
I Desktop
=] Docurments
* Downloads
J‘s FAusic
=/ Pictures
B Videos
e Mew Volume (T3]
s Mew YVolume (F:)
oF Metwork
Giterns 1 item selected 14.0 KB =2 =

10:30

L ype here 1o searc = : & = ) 0070003 2



Table Tools

H -~

File

202300706214236_Amcache_lInassociatedFileEntries - Euxcel

Q Tell me what you want to do
[E'J

Cluick
Styles ~

Formulas Drata Review Wiew

S

Export Refresh
% Conwvert to Range - -

Home Insert Diraw Page Layout Help Table Design

Table Mame:
TableT |
*Iil* Resize Table

Header Row 1 First Column Filter Button
1 [ ] Last Column

Banded Rows [ | Banded Columns

Summarize with PivotTable

Amcache

B-f Remove Duplicates

Properties

A5

Columnl6364
Unassociated

Tools

I

= Programlid = FiIEKE?LastWritEﬁmestampu SHA1 = IsOsCom pﬂ-nentu FullPath = Mame = FileExtension = LinkDate

0005aBdc3B83c

Unassociated

External Table Data

C

05-07-2023 05:39

32136ffefi

Table Style Options

chusers\de AmcacheE.

Table Styles

Entry

24-10-2052 05:04

Unassociated

0000 fs19feac:

29-06-2023 08:08

T7f2e744c

chowindows CompatTe.

18-10-2025 04:45

Unassociated

0oo6T3904a1b

29-06-2023 03:09

074349c30

c:\program

cookie_ex.

21-06-2023 22:30

Unassociated

loooofsiofeec

29-06-2023 03:01

1lleba7bl

cywindows csrss.exe

25-05-1971 13:07

Unassociated

oooofs19feac:

29-06-2023 03:08

0646f8653

chwindows DeviceCer .

19-05-2039 12:13

Unassociated

0o0eT3904a4b

29-06-2023 05:09

Frrach20a

c\program

elevation .

21-06-2023 22:30

Unassociated

ooo6f3904a1b

29-06-2023 08:09

872ccoaaf)

c:\program

identity_F.

21-06-2023 22:30

1
2
3
4
a
o
T
2
9

Unassociated

0o06e087F0de:

29-06-2023 03:09

Sdeddaof’

c:\program

ie_to_edg.

21-06-2023 22:30

Unassociated

D006aed7E65SE

29-06-2023 05:09

690897252

c:\program

Microsoftl .

0e-06-2023 18:16

Unassociated

0O06E68509bC

29-06-2023 08:09

Ffadaasl9

c:\program

Microsoftl .

05-06-2023 18:15

Unassociated

000526850900

29-06-2023 05:09

076f72bl4

c\program

Microsoftl .

0e-06-2023 18:16

Unassociated

0O06368509bC

29-06-2023 08:09

Sf5c3fdo

c:\program

Microsoftl .

06-06-2023 18:22

Unassociated

OO06EE6E5090DC

29-06-2023 03:09

gfacafdoz

c\program

Microsoftl .

05-06-2023 18:22

Unassociated

00060cab34c3

28-06-2023 17:12

3d26b0dc:

c:\program

Microsoftl .

22-07-2021 01:16

Unassociated

0O06E68509bC

29-06-2023 08:09

bB61la5756¢

c:\program

Microsoftl .

05-06-2023 18:16

Unassociated

000G6E68509b(C

29-06-2023 05:09

7f7cA8adl

c\program

Microsoftl .

0e-06-2023 18:16

Unassociated

0O06368509bC

29-06-2023 08:09

cco92darFfr

c:\program

Microsoftl .

06-06-2023 18:15

Unassociated

000651es5db3:

29-06-2023 03:09

Jcoleabls

c\program

Microsoftl .

21-06-2023 22:30

Unassociated

000651e5db3;

29-06-2023 05:09

JcSleablds

c:\program

Microsoftl .

21-06-2023 22:30

Unassociated

oooofsl19feac:

29-06-2023 03:04

T7e29a3d9

chwindows MaolsoCol .

01-05-2068 18:03

Unassociated

0006390434k

29-06-2023 05:09

fealf23ec

c\program

msedge.e .

21-06-2023 22:30

Unassociated

0o06707blecd

20230706214236_Amcache_Unassoci

2

Ready

{J;'?Accessibility: Unawvailable

[«] ]

E Display Settings

BH E

10:29

[ )
= ) 10.07-2023
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Open the task Schedular and click the Application Experience then manually run task.

Pl

]
yele BinAmeachePal @Taskf.cheduler
File Action Wiew Help
= | & |
{E—} Task Scheduler (Local)

PWE-main w [ Task Scheduler Library

w~ [ | Microsoft Run

~ 5 OneCore T PcaPat n 07-09-2008 - After trigg | ° Create Basic Task...

i . End
| DiirectX (L Prograi Create Task...

w [ Windows T Startup Disable
~| .MET Framewark Export...
| Active Directory Rights Properties Display All Running...
1 ApplD Delete > | Enable All Tasks His...

| Application Experience )
| ApplicationData General Triggers Actions Conditions Settings H| * | * Mew Folder...

~ Delete Folder

Status Triggers S

iggers defined Application Experience

Import Task...
PWE-main

| AppxDeploymentClier

- Marme: PMicrosoft Compatibility Appraiser
AmcacheFal. Autochk

Wiew
EBitLocker Location: WMicrosoft\Windows\Application Experienc

G Refresh
Bluetooth Author: S(@%SystemPoot ¥ system 32 compattelre = res

Brokerinfrastructure Description: (@ %SystemRoot 2\ system 32 compatteln Help

CertificateServicesClier
Chkdsk Selected lterm
Clip  Run
CloudExperienceHost sl End
Customer Experience [r

4% Disable

Data Integrity Scan Security options

Defrag . . Export...
When running the task, use the fellowing user account: .,

AmcachePals

armecache Device Information

= Properties

LT

Oy Ty e = W e L gy

122
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Administrator: Cormmand Prompt o
S Dir{s) 29,456,586,888 bytes free -~

C:WUsersi\Denisha\DesktoprAmcacheParser.exe -t C:\Windowsh‘appcompati\ProgramshAmcache.hve --csv amcache2
AmcacheParser wversion 1.5.-1.8

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https:// github.com/EricZimmerman/AmcacheParser

Command line: -+ C:\Windows‘\appcompat\Programs\Amcache.hwve --csv amcache2

Two transaction logs found. Determining primary log. ..

Primary log: C:‘\Windows\appcompat\Programs\Amcache.hve.L0G2, secondary log: C:‘\WindowshappcompathPrograms\amcache.hve.lLOG1
Replaying log file: C:\Windows\appcompathPrograms\Amcache. hve. LOG2

Replaying log file: C:\Windows\appcompathPrograms\amcache.hve.LOG1

At least one transaction log was applied. Sequence numbers have been updated to 8x8656. New Checksum: 6x2E8DEESSD
"C:\Windows\appcompat\Programsi\Amcache.hve® is in use. Rerouting...

Two transaction logs found. Determining primary log. ..

Primary log: C:‘\Windows\appcompat\Programs\Amcache.hve.L0OG2, secondary log: C:‘\WindowshappcompathPrograms\amcache.hve.LOG1
Replaying log file: C:‘\Windows\appcompathPrograms\aAmcache. hve. LOG2

Replaying log file: C:\Windows\appcompathPrograms\Amcache hve LOG1

At least one transaction log was applied. Sequence numbers have been updated to 8x8856. New Checksum: 8x28DBESB9

C:\WindowshappcompathProgramsiamcache.hve is in new format!
Total file entries found:

Total shortcuts found:

Total device containers fTound:

Total device PnPs found:

Total drive binaries found:

Total driver packages found:

Found unassociated file entry

Results sawved to: amcache2

Total parsing time: seconds

- ~ 10:37
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7 Quick access
I Desktop
lr Downloads
|Z=| Documents
=/ Pictures

46

43

49

Screenshots
& Onelrive

3 This PC
I Desktop
|Z=| Documents
* Downloads

J‘s Music

&= | Pictures

B Videos

e Mew Volume (C:)

s Mew Volume (F:)

oF Metwork

B items

+ | amcache?

Home Share

Downloads *» amcached

Fa

Mame

!@ 202307101037323_Amcache_DeviceContai...
!@ 20230710103733_Amcache_DevicePnps
!@ 20230710103733_Amcache_DriveBinaries
!@ 20230710103733_Amcache_DriverPackages
E@ 202307101037323_Amcache_ShortCuts

!@ 20230710103733_Amcache_Unassociated...

Save the file Amcache2 folder and open with excel.

Date modified

10-07-2023 10:37

10-07-2023 10:37
10-07-2023 10:37

10-07-2023 10:37

10-07-2023 10:37
10-07-2023 10:37

Type

Microsoft Excel C...
Microsoft Excel C...
Microsoft Excel C...
Microsoft Excel C...
Microsoft Excel C...

Microsoft Excel C...

Search amcacheZ
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H - 20230710103733_Amcache_UnassociatedFileEntries - Excel denishagohil334@gmail.com o

Formulas Data Review View g Tell me what you want to do

EEE|

Export Refresh
%Cnnverttn Range . -

File Home Insert Draw Page Layout Table Design

Table Mame:
Tablel
'I:I' Resize Table

Summarize with PivotTable Header Row [_| First Column Filter Button |
—
] [ ] Last Column =
Cluick
Banded Rows [ | Banded Columns

Styles ~
Table Style Options Table Styles

Output
Updated.

BB Remove Duplicates

Properties Tools External Table Data
E12 I

B

Unassociated
Unassociated
Unassociated
Unassociated
Unassociated
Unassociated

1
2
3
4
3
o
T
a
9

10
11
12
13
14
15
16
17
18
19
20

Unassociated
Unassociated
Unassociated
Unassociated
ILJnassc:ciated
Unassociated
Unassociated
Unassociated
Unassociated
Unassociated
Unassociated
Unassociated
Unassociated

21 |Unassociated
22 |Unassociated
22 |Unassociated

0006addc383d31ldede:
oooofs19feecdBedesdTe
0006119b97889343334cC
0ooofs19feecdBodedTe
Dooofs19feccd8odaesTe
000611909 7889343334C
0006119b97889343334A¢
0006137d5eeedddlfain
0o0esbf2zbaf348del89a
0006aalfee92cface338E
0006aalf8e92cface3 38tk
0006aalfee92cface338E
0006aalfeegs2cfabe338k
D006aalfeos2cfabe33Bk
00060cab3dc3bd2celch
D006aalfeos2cfabe33Bk
0006aalfeog92cfabe338E
00060T01fad45416eeds
000e0f01fad45416eads
oooofs19feecdBodesdTe
0006e71el82965d41461
0006dclal7e320bsdbhbe

07-07-2023 04:55 32136ffefi
29-06-2023 08:08 77f2e744c
10-07-2023 04:53 42dE34da:
29-06-2023 08:01 11eba7vbl
29-06-2023 08:08 064678653
10-07-2023 04:53 3bd5d2Bc:
10-07-2023 04:53 cdf846712
10-07-2023 04:53 d97dsb3d
08-07-2023 15:53 6d27b973:
10-07-2023 04:53 06bac910s
08-07-2023 15:53 3315234‘Fd
08-07-2023 15:53 fed2634cc
08-07-2023 15:53 edobd2ai
08-07-2023 15:53 0cS5f3eBa7
28-06-2023 17:12 3d26b0dct
08-07-2023 15:53 06bac910z
08-07-2023 15:53 0a001810E
10-07-2023 04:53 f705161e7
10-07-2023 04:53 f705161e7
29-00-2023 08:04 Fe29al8d9i
10-07-2023 04:53 f92f04998!
10-07-2023 04:53 45d7b8e9]

FALSE
TRUE
FALSE
TRUE
TRUE
FALSE
FALSE
FALSE
FALSE
FALSE

ch\userside AmcacheF .
c:\windows CompatTe .
c:\program cookie_ex.
ch\windowse csrss.exe

ch\window: DeviceCer .
c:\program elevation .

c:\program
c:\program
c:\program
c:\program

FALSE

lc:‘\p rogram

FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
FALSE
TRUE
FALSE
FALSE

c:\program
c:\program
c:\program
c:\program
c:\program
c:\program
c:\program
c:\program

identity_F.
ie_to_edg.
Microsoftl .
Microsoftl .
Microsoftl .
Microsoftl .
Microsoftl .
Microsoftl.
Microsoftl .
Microsoftl.
Microsoftl .
Microsoftl.
Microsoftl .

c\window: MolUsoCol .
c:\program MpCopyA .
cowindows MoSiestul,

20230710103733_Amcache_Unassoci 1

B E ]

Ready i:_l,?Accessibility: Unavailable E-Display Settings

1050
c]x
= ) 40 072003




4. Windows Prefetch Analysis

Accessing Prefetch Files for Forensic Analysis. A digital
forensic investigation often aims to determine the activities
of a user on a computer. Prefetch files are an important
type of evidence, which provide detailed information about
the programs that were run on a computer.



In the windows 10 target system many prefetch files available in this path.

= | prefetch

H4 Customize Quick Access Toolbar |

R | ChCases\PWindows\prefetch

i Cuick access
B Desktop
; Downloads
[ZZ] Documents
= Pictures
Evidence
Execution
plugins
Registry

[ This PC
P 30 Objects
I Clesktop
Documents
Downloads
Music
Pictures
Videos
50T _x64FREE_EM
CD Drive (Dx]) Vir
Downloads (AWE

”y

et

L]
L]
L]
L1

L]
L1
L]
L1
L]
L]
L]
L]
L1
L]
L1
L]
L1
L]
L]
L]
L]
L1
L]

Mame

AM_BASE.EXE-208FC220.pf
AM_DELTAEXE-BT261FE3.pf
AM_EMGIMNE.EXE-62ACFTF. pf
APPLICATIONFRAMEHOST. EXE-CCEEFTS...
AUDIODG.EXE-BDFD 3029, pf
BACKGROUMNDTASKHOST . EXE-143A3777.pf
BACKGROUMDTASKHOST EXE-AZSD3IIBE...
BACKGROUMDTRAMSFERHOST . EXE-4FEE...
BACKGROUMDTRAMSFERHOST . EXE-292E...
BACKGROUMDTRAMSFERHOST.EXE-CF5...
BYTECODEGEMERATOR.EXE-C1ESBCER. pf
CLOUDEXPERIEMCEHOSTEROKER.EXE-ES...
CMDLEXE-4A81B364. pf
COMPATTELRUMMER.EXE-DBST722F. pf
COMHOST.EXE-1F3ESDTE. pf
COMSEMT.EXE-5331BDOEA. pf
CSC.EXE-67679278.pf
C5SR55.EXE-3FEFVE. pf
CVTRES.EXE-F2BTROZE. pf
DLLHOS