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No.

Time

Source (src)

Destination (dst)

Protocol

Leng th

Frame number f rom the beg ining of the packet capture

Seconds f rom the fir s t f rame
Source address ,  commonl y an IP v4 ,  IP v 6 or Ethernet address
Des t inat ion adress

Protocol  used in the Ethernet f rame, IP packet ,  or TC segment
Leng th of the f rame in by tes

Default columns in a packet capture output

Logical operators
Operator

and or &&

or or ||

xor or ^ ^

not ot !

[  n ]    [  . . .  ]

Discription E xample

Logica l  A ND

Logica l  OR

Logica l  XOR

Not (Negat ion)

Subs tr ing operator

A l l  the condi t ions should match 

Ei ther a l l  or one of the condt ions should match

E xc lus i ve a l terat ions -  onl y one of the t wo
 condi t ions should match not both 

Not equal to 

F i l ter a spec ific word or tex t 

Filtering packets (Display Filters)
Operator

eq or = =

ne or ! =

g t or >

it or <

ge or > =

le or < =

Discription E xample

Equal

Not equal

Greater than

less than

Greater than or equal

Less than or equal

ip.des t  = =  192.16 8 .1.1

ip.des t  !=   192.16 8 .1.1

f rame. len   >   10

f rame. len  <   10

f rame. len  >=   10

f rame. len  <=   10

Filter types
Capture filter
Display filter

F i l ter packet s dur ing capture

Hide packet s f rom a capture disp lay

Wireshark Capturing Modes Miscellaneous
Promiscuous

 mode

Monitor
 mode

Set s inter face to capture a l l  packet s
 on a net work segment to which i t  is  assoc iated to 

Setup the w ir less inter face to capture 
al l  t raffic i t  can recei ve (Unix / L inux onl y )

Sl ice Operator

Membership Operator

C TR L+E

[  . . .  ]  -  Range of va lues

{ } -  In

St ar t /Stop Captur ing

Capture Filter Syntax
Syntax protocol Direc tion hosts value Logical operator E xpressions

E xample tcp src 192.16 8 .1.1 80 and tcp ds t 202.16 4 . 30.1

Display Filter Syntax

Syntax protocol String 1 String 2 Compari S on
 Op erator

Value
Logical 

Operator
E xpressions

E xample ht tp des t ip = = 192.16 8 .1.1 and tcp por t

Keyboard Shortcuts -  main display window
Accelerator Description Description

Tab or
 Shif t+Tab

Ctrl+   or F8

Ctrl+   Or F 7

Ctrl+.

Ctrl+,

Accelerator

Alt+
or 

Optio

Shif t+

Ctrl+

Ctrl+

Back space

Return 
or Enter

Move bet ween screen
 e lement s ,  e .g .  f rom the  toolbar s

 to the packet l is t  to the packet det a i l .

Move to the nex t packet or det a i l  i tem.

Move to the prev ious packet or det a i l
 i tem.

Move to the nex t packet ,  even
 i f  the packet l is t  isn' t  focused.

Move to the prev ious packet ,  
even i f  the packet l is t  isn' t  focused.

Move to the nex t packet of the
 conver sat ion ( TCP, UDP or IP) .
Move to the prev ious packet of

 the conver sat ion ( TCP, UDP or IP) .

Move to the nex t packet
 in the se lec t ion his tor y.

In the packet det a i l ,  opens the se lec ted t ree i tem.

In the packet det a i l ,  opens the se lec ted
 t ree i tems and a l l  of  i t s  subtrees .

In the packet det a i l ,  opens a l l  t ree i tems.

In the packet det a i l ,  c loses a l l  the t ree

In the packet det a i l ,  jumps to the parent node.

In the packet det a i l ,  tog g les the se lec ted t ree i tem.

Protocols -  Values

ether,   fddi ,   ip ,   arp,   rarp,   decnet ,   la t ,  sca ,   moprc ,   mopdl ,   tcp  and  udp
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Usage

W ireshark Fi lter by IP

Fi lter by Destination IP

Fi lter by Source IP

Fi lter by IP range

Fi lter by Multiple Ips

Fi lter out IP adress

Fi lter subnet

Fi lter by por t

Fi lter by destination por t

Fi lter by ip adress and por t

Fi lter by UR L

Fi lter by t ime stamp

Fi lter S YN flag

W ireshark Beacon Fi lter

W ireshark broadcast filter
W ireshark multicast filter

Host name filter
M AC address filter

R S T flag filter

Fi lter s yntax

ip .add = = 10.10. 50.1

ip.des t = = 10.10. 50.1

ip.src = = 10.10. 50.1

! ( ip.addr = = 10.10. 50.1)

ip.addr = = 10.10. 50.1/ 24
tcp.por t = = 25

tcp.ds tpor t = = 2 3

ip.addr = = 10.10. 50.1 and Tcp.por t = = 25
ht tp.hos t = = "hos t name"

f rame.t ime >= " June 02 ,  2019 18:0 4:0 0 "

Tcp.flags .s y n = = 1
Tcp.flags .s y n = = 1 and tcp.flags .ack = = 0

wlan.fc . t y pe _ subt y pe = 0x 0 8
eth.ds t = = ff : ff : ff : ff : ff : ff

(e th .ds t [0]  & 1)

ip.hos t = hos tname

eth.addr = = 0 0:70: f4:2 3:18:c4

tcp.flag.reset = = 1

ip .addr >= 10.10. 50.1 and ip.addr <=10.10. 50.10 0

ip.addr = = 10.10. 50.1 and ip.addr = = 10.10. 50.10 0

Common Filtering commands

Common Filtering commands
Toolbar Icon Toolbar Item Menu Item Description 

Star t
Capture
St ar t  

Uses the same packet captur ing opt ions as 
the prev ious sess ion ,or uses defaul t s i f  no 

opt ions  were set 

Stop
Capture
Stop 

Stops current l y ac t i ve capture  

Restar t Capture
Res t ar t  

Res t ar t  ac t i ve capture sess ion

Options . . .
Capture
Opt io. . .

Opens "Capture Opt ions" d ia log box

Open. . .
F i le
Open. . .

Opens "F i le open" d ia log box 
to load a capture for v iewing 

Save A s . . .
F i le
S ave A s . . .

S ave current capture fi le 

Close
F i le
C lose

Close current capture fi le

Reload
F i le
Reload

Reload current capture fi le

Find Packet . . . Edi t
F ind Packet . . .

F ind packet based on different cr i ter ia 

Go back
Go
Go back 

Jump back in the packet h is tor y 

Go For ward
Go
Go F or ward

Jump for ward in the packet h is tor y 

Go to Packet . . .
Go 
Go to Packet . . .

Go to spec ific packet

Go to First 
Packet

Go 
Go to F ir s t  Packet

Jump to fir s t packet of the capture fi le 

Go to L ast
Packet

Go 
Go to L as t Packet

Jump to las t  packet of the capture fi le 

Auto Scrol l  in 
Live Capture

V iew   Auto Scro l l
 in L i ve Capture

Auto scro l l  packet l is t  dur ing l i ve capture 

Colorize V iew
Color ize

Color ize the packet l is t  (or not )

Zoom In V iew
Zoom In 

Zoom into the packet dat a
 ( increase the font s ize)

Zoom Out V iew
Zoom Out 

Zoom out of the packet dat a
 (decrease the font s ize)

Normal S ize V iew
Normal S ize 

Set zoom leve l  back to 10 0%

Resize Columns V iew
Resize Columns

Resize co lumns , so the content fi t s the w idth 
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