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The Code Book: 
The Science of 
Secrecy from 
Ancient Egypt 
to Quantum 
Cryptography 

 

 
Simon 
Singh 

Simon Singh offers the first 
sweeping history of encryption, 
tracing its evolution and revealing 
the dramatic effects codes have had 
on wars, nations, and individual 
lives.  

https://amzn.to/3qbyjWj 
 

 

Hacking: The 
Art of 
Exploitation, 
2nd Edition 
 

 
Jon 
Erickson 

Jon Erickson explains how arcane 
hacking techniques actually work. 
To share the art and science of 
hacking in a way that is accessible 
to everyone, introduces the 
fundamentals of C programming 
from a hacker's perspective. 

https://amzn.to/33tQLzM 
 

 

The Art of 
Deception: 
Controlling the 
Human 
Element of 
Security 
 

Kevin D. 
Mitnick 
 
William L. 
Simon 

The world's most infamous hacker 
offers an insider's view of the low-
tech threats to high-tech security 
Kevin Mitnick's exploits as a cyber-
desperado and fugitive form one of 
the most exhaustive FBI manhunts 
in history and have spawned dozens 
of articles, books, films, and 
documentaries. 

https://amzn.to/3mozy23 
 

 

Practical 
Malware 
Analysis: The 
Hands-On 
Guide to 
Dissecting 
Malicious 
Software 

 

 
Michael 
Sikorski 
 
Andrew 
Honig 

For those who want to stay ahead of 
the latest malware, Practical 
Malware Analysis will teach you the 
tools and techniques used by 
professional analysts. With this book 
as your guide, you'll be able to 
safely analyze, debug, and 
disassemble any malicious software 
that comes your way. 

https://amzn.to/3lmyfPI 
 

 

Nmap Network 
Scanning: The 
Official Nmap 
Project Guide 
to Network 
Discovery and 
Security 
Scanning 

 

 
Gordon 
“Fyodor” 
Lyon 

Nmap Network Scanning is the 
official guide to the Nmap Security 
Scanner, a free and open source 
utility used by millions of people for 
network discovery, administration, 
and security auditing. From 
explaining port scanning basics for 
novices to detailing low-level packet 
crafting methods used by advanced 
hackers. 

https://amzn.to/39rgZqs 
 

 

Metasploit: 
The 
Penetration 
Tester's 
Guide 1st 
Edition 

 

David 
Kennedy 
 
Jim 
O'Gorman 

The Metasploit Framework makes 
discovering, exploiting, and sharing 
vulnerabilities quick and relatively 
painless. You’ll move on to 
advanced penetration testing 
techniques, including network 
reconnaissance and enumeration, 
client-side attacks, wireless attacks, 
and targeted social-engineering 
attacks.  

https://amzn.to/2Veyx0q 
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The 
Shellcoder's 
Handbook: 
Discovering 
and Exploiting 
Security 
Holes, 2nd 
Edition 

 

Chris 
Anley 
 
Jack 
Koziol 

This much-anticipated revision, 
written by the ultimate group of top 
security experts in the world, 
features 40 percent new content on 
how to find security holes in any 
operating system or application. The 
companion Web site features 
downloadable code files 

 

 

https://amzn.to/3qb1o4f 
 

 

The Tangled 
Web: A Guide 
to Securing 
Modern Web 
Applications 1
st Edition 
 

 
Michal 
Zalewski 

Modern web applications are built on 
a tangle of technologies that have 
been developed over time and then 
haphazardly pieced together. Every 
piece of the web application stack, 
from HTTP requests to browser-side 
scripts, comes with important yet 
subtle security consequences. To 
keep users safe, it is essential for 
developers to confidently navigate 
this landscape. 

https://amzn.to/33qn2HQ 
 

 

The Art of 
Software 
Security 
Assessment: 
Identifying and 
Preventing 
Software 
Vulnerabilities 
(Volume 1 of 
2) 1st Edition 

 

Mark 
Dowd 
 
Justin 
Schuh 

Computer software is an integral 
part of modern society. Companies 
rely on applications to manage client 
information, payment data, and 
inventory tracking. Consumers use 
software for a variety of different 
reasons as well--to manage their 
daily lives, to communicate with 
friends and family, and to browse 
resources made available on the 
internet, to name a few.  

https://amzn.to/37h8wDq 
 

 

Hacking 
Exposed 7: 
Network 
Security 
Secrets and 
Solutions 7th 
Edition 

 

Stuart 
McClure 
 
Joel 
Scambray  
 
George 
Kurtz 

Bolster your system’s security and 
defeat the tools and tactics of cyber-
criminals with expert advice and 
defense strategies from the world-
renowned Hacking Exposed team. 
Case studies expose the hacker’s 
latest devious methods and illustrate 
field-tested remedies. Find out how 
to block infrastructure hacks, 
minimize advanced persistent 
threats, neutralize malicious code, 
secure web and database 
applications, and fortify UNIX 
networks. 

https://amzn.to/3o6cANv 
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